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EnCoRe vision:
The overall vision of EnCoRe Is to make giving consent as easy as turning ';-
on a tap.and the revocation of consent —  as easy as turning it off again.
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X Based on workshops organized by Dr Edgar Whitley from the LSE
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Privciwy- o€l 'fidual fight
CRNPRIVACY IS mherently personal. The right to privacy recognizes the sovereignty of the
dividual gThomas =[{o]y)]
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- ‘PT'vacy as supportive tool for social interaction:
~ Privacy offers epportunities for political expression and criticism, choice and freedom
in family, religion, and in other forms of association (\Westin, 1967).
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Technology, :

A Technologicaldevelopments taking place since 1970s, our daily interactions are now routinely
captured, recorded, and manipulated by small and large institutions alike. We s t (196@)s
seminal work articulated a set of fair information practices to give individuals some level of
procedural control over their personal information.
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A cept of Afamily resemblanceso
'm':h'famlly has various similar characteristics the combination of which makes its
— 'Nature slightly different every time
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~ Rule (2007) :
A Privacy as the possibility to choose whether to disclose personal information
A Asymmetric relationship between data users and data subjects

A Information gives strategic advantage to the users and places them in a position: of
power
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INnNnovative Solutions

ef|n|t1on§ of Revoeations

§>T 're COl Oxford dlctlonar de""c’s I0es revocation as:
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Vahe ,,3,@; my describes revocation as:
iihe pr,) ss effwithdrawing consent over the use of previously
AISEIOSED data Revocation can be done in a fine grained way, e.g.
ravc mg consent over the usage of specific data for selected purposes
=0 ‘“S'[j” allewing It to be used for other specified purposes.
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= 'de—IP expands the above definition adding that:

= “Revocation designates the processthat permits an individual to invalidate or modify

~  previously given consent, on personal data. This revocation should apply to any copy
or instance of this data, within the organisation that initially collected it and in any
other third party to which this data was subsequently disclosed & revocation can be
fine-grained and be qualified by attributes. It might not just be amatter of At ur ni n g
0 f thaentire consent given on a set of personal data but there could be degrees of

revocation, affecting specific data items.
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N dentitythe-different, contexts where users need to-revoke consent.
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~ _,{-".L;#' aSS|fyd|fferent types of revocation.
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- {1 Associate the identified types of revocation with the contexts that
revocation takes place.
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Trg Ene pn oject igentified three different stakeholders :
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NEEINZENS, é-’have a‘role‘in‘protecting their-own personal
Information and specifying how it should be handled by others

ey -

_“‘.';’“v ho sets the standards, monitors their implementation and
ns! ,‘- -compllance

at sers who play a role in implementing and operating solutions

~ Each of these stakeholders has a different interest in the privacy
problem and there are conflicting needs to be balanced.




