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About EnCore 

UK industry
Å Hewlett Packard Laboratories
Å HW Communications Ltd
Å QinetiQ

Academia
Å LSE information Systems and Innovation Group
Å University of Oxford Ethox centre
Å Warwick university e-Security Group

EnCoRe vision:
The overall vision of EnCoRe is to make giving consent as easy as turning   
on a tap and the revocation of consent as easy as turning it off again.

www.encore-project.info

http://www.encore-project.info/
http://www.encore-project.info/
http://www.encore-project.info/
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Outline

üSetting the context

üDefine Revocation

üStakeholders

üEnvironments

üRevocation model

üInformed revocation

× Based on workshops organized  by Dr Edgar Whitley from the LSE
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Setting the context
Defining  privacy : 
Å There is no single definition that clarifies what privacy really is 
Å It varies widely according to context and environment

Privacy as an individual right :
Å Privacy is inherently personal. The right to privacy recognizes the sovereignty of the   

individual (Thomas Edison)

Privacy as supportive tool for social interaction:
Å Privacy offers opportunities for political expression and criticism, choice and freedom          

in family, religion, and in other forms of association (Westin, 1967).

Technology :
Å Technologicaldevelopments taking place since 1970s, our daily interactions are now routinely

captured, recorded, and manipulated by small and large institutions alike. Westinôs(1967)
seminal work articulated a set of fair information practices to give individuals some level of
procedural control over their personal information.
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Setting the context
Although there is ongoing work on formalizing privacy (Soloveôs 
taxonomy)there is no reference in the crucial role of technology which:
Å Influences social structure 
Å Alters the balance and the trade offs taking place, between the individualôs 
Å Right to privacy and society

Soloveôs view: 
Å Concept of ñfamily resemblancesò
Å Each family has various similar characteristics the combination of which makes its           
Å Nature slightly different every time

Rule (2007 ) :
Å Privacy as the possibility to choose whether to disclose personal information
Å Asymmetric relationship between data users and data subjects
Å Information gives strategic advantage to the users and places them in a position of

power
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Definitions of Revocation
üThe concise Oxford dictionary describes revocation as:

The end of the validity or operation of (a decree, decision, or   
promise).

üThe taxonomy describes revocation as:
The process of withdrawing consent over the use of previously
disclosed data. Revocation can be done in a fine grained way, e.g.
revoking consent over the usage of specific data for selected purposes
but still allowing it to be used for other specified purposes.

üHP expands the above definition adding that:
Revocation designates the process that permits an individual to invalidate or modify
previously given consent, on personal data. This revocation should apply to any copy
or instance of this data, within the organisation that initially collected it and in any
other third party to which this data was subsequently disclosedérevocation can be
fine-grained and be qualified by attributes. It might not just be a matter of ñturning
offòthe entire consent given on a set of personal data but there could be degrees of
revocation, affecting specific data items.



7

Purposes and objectives

From a userôs perspective:

ü Identify the different contexts where users need to revoke consent.

üClassify different types of revocation.

üAssociate  the identified types of revocation with the contexts that 
revocation takes place.
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Classification

The EnCoRe project identified three different stakeholders :

üCitizens, who have a role in protecting their own personal 
information and specifying how it should be handled by others

üSociety, who sets the standards, monitors their implementation and 
ensures compliance

üData users, who play a role in implementing and operating solutions

Each of these stakeholders has a different interest in the privacy 

problem and there are conflicting needs to be balanced.


