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Security and privacy issues in OSNs
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Threats

ωCloning

ωHarvesting

ωHijacking

ωID Theft

ωDoS

ωPollution

Current Status of OSNs

ωEase of data leakage

ωEase of impersonation

ωLimited privacy support

ωLack of flexibility in 
privacy

OSN as ά.ƛƎ Brotherέ



¢ƘŜ ά.ƛƎ .ǊƻǘƘŜǊέ ǇǊƻōƭŜƳ ǿƛǘƘ h{b
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ÅPrivacy protection against

ïIntruders

ïCrawlers

ïThird parties

Does not prevent Application Server
from disclosing/exploiting  your data

All existing OSN suffer from it!
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¢ƘŜ ά.ƛƎ .ǊƻǘƘŜǊέ ǇǊƻōƭŜƳ

ÅOSNs market value is increasing

ï580 million US$ myspace (2005)

ï15 billion US$ Facebook (2007)

ÅDo users actually care about privacy?
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Safebook - Design Principles
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ÅCooperation enforcement
-Friends cooperate

ÅPrivacy
-Simple anonymous routing
-Based on trusted links
-Group Encryption

ÅDecentralization
-P2P architecture

ÅLeveraging existing Trust
-Social trust Ý trusted link
-Friend = neighbor
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Safebook - Components
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Matryoshka1

ÅData storage

ÅCooperation

ÅCommunication
with privacy

Peer-to-peer substrate2

ÅLookup

Trusted
Id System

3

ÅId Management



Safebook - Overlays
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b
Internet

Peer to peer overlay

ba Social network overlay



Safebook - Matryoshka

Safebook - Leveraging Social Links for Trust and Privacy 8/17

i

b

a

c

¦ǎŜǊ ƛΩǎ ŦǊƛŜƴŘǎ
-{ǘƻǊŜ ƛΩǎ ŜƴŎǊȅǇǘŜŘ ǇǊƻŦƛƭŜ Řŀǘŀ

Inner shell

Trust relationship for i
ŎΩǎ ŦǊƛŜƴŘ

Trust relationship for c

e

f

l

j

k

Outer shell

End to end privacy based on hop by hop trust

ƛΩǎ ƴƻŘŜ

d friend of c
c friend of i
d friend of i

d

Entry nodes



User Registration
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User

a

Node

Jo
in

 p
ro
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Get credentials

Join the DHT

Create Matryoshka



a looks for b
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lookup

ωa looks for bΩǎ
entry nodes

ωk provides bΩǎ outer
shell nodes

data request

ωa sends profile data 
request to an entry 
node serving b

Data reply

ωOne of ōΩǎ inner shell
nodes answers

a b

a
c

e

e

c

f
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ōΩǎ outer shell:

h(b), e
h(b), f

kōΩǎ ƻǳǘŜǊ ǎƘŜƭƭ 

d

bΩǎ ǇǊƻŦƛƭŜ

d



Data retrieval

User 1

User 2

User 3

Å¦ǎŜǊ м ǿŀƴǘǎ ǘƻ ƎŜǘ ¦ǎŜǊ нΩǎ ǇǊƻŦƛƭŜ Řŀǘŀ

P2P

Transfer of  User 2 data 
along trusted links

[ƻƻƪǳǇ ŦƻǊ ¦ǎŜǊ нΩǎ Řŀǘŀ 
along untrusted links

Trust

Å¦ǎŜǊ нΩǎ Řŀǘŀ ƛǎ ǎǘƻǊŜŘ ōȅ ¦ǎŜǊ о
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Safebook Prototype
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http://localhost:8080

User
User interface

Trust logic

P2P logic

Data

interface

Communication Interface

Encryption logic

Safebook = Resident Program 



Privacy by Design
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ÅPrivacy through layering 

ÅUnlinkability of IDs across layers

ÅAnonymous communication in matryoshkas

u d c b a v

End-to-end privacy based on User keys

Hop-by-hop privacy based on Node keys

Vôs matryoshka

DHT

Node Id

User Id

Social trust: link = friendship



Security and Privacy

ÅPrivacy
ïFriendship relations hidden through 

Matryoshkas

ïUntraceability - pseudonymity and 
anonymous routing

ÅCloning and DoS prevention ςID mgr

ÅAccess control ςdata encryption and key 
management

ÅAvailability - ǊŜǇƭƛŎŀǘƛƻƴ ŀǘ ŦǊƛŜƴŘǎΩ ƴƻŘŜǎ
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Guessing inner layers ςSpan = 1
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Guessing inner layers - Span =2



Performance
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ÅRely on existing
studies

P2P overlay

ÅEnd-to-end reachability/delay
based on node liveness
ÅAnalogy with P2P

Matryoshka

Derive architectural parameters
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Reachability

Number of 
contacts in the 
inner shell

30% online probability
(Skype data)

80 to 250+ contacts required
to be reachable at 90%

with 3 or 4 hops

Too many contacts?

15 to 25 contacts required
to be reachable at 90%

with 3 or 4 hops



Delay
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Tdl = TDHT + TMat

Total lookup time:

ÅFurther lookups: TDHT =0
thanks to caching

(*) Data computed by applying the montecarlo sampling technique on single hop delay measurements
and on delay measurement for a successful DHT key lookup in KAD

Average: 9,17 s

Median:  8,04 s

90th percentile:  13,49 s

Time [ms]

1st Lookup delay - CDF for a 4 shell matryoshka (*)

Average: 2,71 s

Median:  1,73 s

90th percentile:  5,42 s

Time [ms]

Delay for further lookups - CDF for a 4 shell matryoshka



New Applications

Safebook Summary
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Decentralization Trusted links

Cooperation enforcement

Privacy

P2P Social trust Group encryption
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Super DNSfor
Communications

New Applications
New Applications

trusted service API
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