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Abstract
A large part of today's data exchange is done over the Internet and wireless networks aregrowing in importance. This makes it easy to make use of small handheld units, such aslaptops and PDAs, to exchange data over the Internet. The sender may want to keep thetransmitted data secret for a short or a long period, and the security requirements mayvary for di�erent data sets. This implies that it would be an advantage if the hosts could beable to decide how long time the data could be kept secret and point out which part of thedata to encrypt, to save computer resources. There exist many ways to achieve these goalstoday. Weak and strong encryption algorithms give the ability to hold the data secure fora short or a long period, and situations where it is possible to point out certain parts ofthe data exists. In these solutions one has to decide which algorithm and which data partsto encrypt before establishing a connection between the hosts. In this thesis, we introducethe concept of dynamic encryption which o�ers variable levels of encryption during thesession, and the ability to adapt this encryption level to performance and CPU resourceavailability constraints. A model to accomplish this concept is suggested and tested, andthe results show that the dynamic concept could be implemented with a low overhead cost.
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Chapter 1
Introduction
The Internet is still growing tremendously, adding new users and services every day. Thee�ect of this is that both the amount, and the size of information exchanged between hostsalso are growing rapidly. The information exchanged between the hosts may, for variousreasons, need to be kept secret during a certain period of time. This con�dentiality isaccomplished by encrypting the information. Depending on the nature of the informationthe con�dentiality demands may vary. For example, a �nancial report only needs to bekept con�dential until it is publicly published, while a medical report usually does nothave a "con�dentiality expiring date". In [17] the "Principle of Adequate Protection"is stated as: Computer items must be protected only until they lose their value. Theymust be protected to a degree consistent with their value. This implies that the time theencryption need to withstand an attack may vary depending on the data it is protecting.Traditionally all data that is to be sent has been fully encrypted or not encrypted at all.In this case the ways of decreasing the load on the hosts when encrypting, are using ashorter encryption key or using a faster, and possibly less secure, encryption algorithm.In [16] this type of encryption algorithm is re�ered to as a lightweight algorithm. Insteadof using a lightweight algorithm and encrypting all the data in the transmission to reduceresource consumption, it could be bene�cial if a stronger algorithm is applied to a subset1



2 CHAPTER 1. INTRODUCTIONconsisting of the sensitive parts of the data. In this way, a more secure encryption of thesensitive data could be achieved and the load on the hosts could be held down.In some situations, the ability for a host to take care of encryption or decryption ofthe data may vary over time depending on other processes going on. If it is possible tochange the amount of data to be encrypted during the present transmission an adaptionto the hosts condition can be achieved. By giving the hosts the ability to communicatewith each other during a transmission they could negotiate a suitable level of the amountof the data to be encrypted. Thereby the hosts, on the basis of their capability, couldtake part in the decision of the amount of data to be encrypted and thus be able to takecare of the encryption or decryption without su�ering from latency or a too heavy load.Some situations where this ability could be useful are when one or more of the hosts is ahandheld unit with limited power resources and a small CPU, or a server with low CPUresources with the intention to send a big data �le that has to be encrypted.Also, more and more portable units, such as laptops and PDAs, are used giving theuser the ability to move freely within a wireless network area. These wireless network areascould be classi�ed in di�erent categories, for example trusted, non-trusted and insecure,giving the possibility for individual treatment of the data to be transmitted in the aspectof encryption. By giving the ability to negotiate and adjust the encryption level during thepresent network session there is no need for establishing a new connection between hostswhen changing network area.This thesis describes an approach that makes it possible to change the subset of data tobe encrypted during the present transmission and gives the participating hosts the abilityto negotiate the appropriate subset to encrypt.To test these ideas a series of tests has been performed. The intention of these tests are toshow the e�ects of a variable encryption level. Two main aspects are tested: The e�ect inperformance from a decreased encryption level, and the overhead cost introduced by thedynamic encryption mechanism. The result of the tests show that a decreased encryption



3level will result in a corresponding decrease of execution time. However, the mechanismwhich performs the actual encryption level variation could possibly be optimized.Chapter 2 contains a general introduction to cryptography and a motivation for our in-session Dynamic Encryption service. In chapter 3 di�erent models are discussed and amotivation for the model we chose to implement and evaluate is presented. Chapter 4presents the implementation model and shows the architecture behind the dynamic en-cryption model. The conclusions of this work are presented in chapter 5 and �nally inchapter 6 issues for future work in building some models applicable above the model de-scribed in this thesis are discussed.





Chapter 2
Background and Motivation
In chapter 2.1 the background to encryption algorithms and their use is described. Ade�nition of the encryption level with an aspect of security is given in sections 2.2, 2.3,and 2.4. Some previous work on scalable encryption is presented in section 2.5, whereone solution relies upon encryption with faster, and possibly less secure, algorithms for theinsensitive parts of the data and slower and more secure algorithms are used for the sensitiveparts of the data. Another solution proposes a selection of the data to be encrypted, beforethe transmission and thereby lower the encryption and decryption cost. Finally severalareas where dynamic encryption could be useful are presented in 2.6.2.1 Encryption AlgorithmsEncryption algorithms have been used by humans for a very long time. We can �nd encryp-tion back in Caesar's time where the alphabet's letters are shifted one or more steps (i.e, Abecomes B, B becomes C and so on...). A tremendous evolution in encryption took placeduring World War two, where the famous Enigma machine [22] played a central role. TheEnigma machine was one of the reasons why the people constructing encryption algorithmsand encryption machines became more and more skilled in developing better encryption5



6 CHAPTER 2. BACKGROUND AND MOTIVATIONalgorithms. On the other hand, the code breakers also became more skilled in breaking theencryption algorithms. Althoug the enigma machine reached an almost mythical status,the evolution of encryption algorithms has continued and encryption are becoming moreand more used in today's life. In communicating, people sometimes may want to keep somepart of their information secret and therefore use encryption. Today a very large part ofinformation exchange is done over the Internet and encryption is commonly used whenpeople want to keep some of the exchanged information secure. However the size of theinformation which is transmitted over the network grows rapidly since bigger and biggerdata �les, such as pictures and movies, are exchanged, and the supply and the demandfor these �les increase. Encryption and decryption of this kind of data is time consumingand requires fast computers and fast encryption algorithms. The evolution of encryptionalgorithms has lead to faster algorithms and nearly unbreakable solutions, but there aresome factors to take into consideration when dealing with encryption over the Internet:� The hosts might be handheld units with less computing power than a stationary unit.These units might not be able to manage the large amount of data that has to be�rst received then decrypted and �nally delivered.� The sender of the transmitted data could be loaded with power consuming work thata�ects the encryption speed in a way such that it may not be able to carry out theencryption work before the desired time limit.Encryption algorithms can be classi�ed into strong and weak encryption algorithms [16].Here follows a short description of these two terms:Strong encryption algorithms are algorithms that withstand a brute force attack fora long time and have a high level of security [16]. However, since computers get fasterand code breakers get more skilled, an algorithm that is considered strong today might beconsidered weak tomorrow. The security of encryption algorithms depends, among otherthings, on the length of the encryption key. The longer the key used, the more secure the



2.2. SECURITY 7encryption algorithm becomes. For example, there are 28 = 256 possible keys in a 8 bitlong key and 2128 = 3:402823 � 1038 possible keys in a 128 bit long key. Therefore, it willtake a code breaker, using a brute force attack, much longer time to �nd the correct keyin the latter case [21]. The value of the encryption key also a�ects the strength of theencryption. People tend to use keys that are easy to remember, like common words in theenglish language. The use of such a key may reduce the time needed to break the code asthe number of possible keys is reduced enormously if the code breaker con�ne the searchto words from a dictionary [21]. The time needed for a speci�c computer to encrypt thedata with a stronger algorithm is greater compared to encryption with a weaker algorithm.This will cause a delay in delivering the data.Lightweight encryption algorithms are designed to constrain the load on computational,storage, and transmission resources, possibly at the cost of a less secure encryption.Weak encryption algorithms are lightweight algorithms where it is fairly easy to breakthe encryption code [16]. However, if the time the data is to be kept secret is short, theuse of a weak encryption algorithm may be justi�ed. These weak algorithms are less timeand resource consuming and reduce the delay time in transmission from the sender to thereceiver.
2.2 SecurityTraditionally, the following three aspects of security are distinguished: con�dentiality, in-tegrity, and availability [15]. A secure system has to ful�ll all three aspects, this also appliesto systems involving the Internet. Con�dentiality concerns the ability to prevent an unau-thorized user get hold of secure information. Integrity concerns preventing unauthorizedmodi�cation of data, and availability concerns unauthorized withholding of data. These



8 CHAPTER 2. BACKGROUND AND MOTIVATIONthree aspects describe di�erent ways of protecting data and can sometimes contradict eachother. For example, when availability is the most important aspect it may have to be with-held at the cost of reduced integrity and con�dentiality. In this thesis the con�dentialityis the most important aspect, and therefore the security issues further described are donewith the intention of maintaining a high con�dentiality.
2.3 Security ServicesIn [14] security is thought of as a tuneable system attribute that allows users to requesta speci�c protection level as a service from the system. Today, the lack of mechanismsby which system owners and users can request a speci�c level of protection as a service inthe system makes it impossible to o�er protection based on need. Instead, all users areo�ered the same services. This results in applications with inadequate data protection andunnecessary costs to users. In [14], a proposal of a taxonomy for dynamic data protectionservices is presented. A uni�ed terminology is introduced to provide a framework in whichthe dynamic data protection can be classi�ed and to provide a basis for development.Five di�erent dynamic data protection services are discussed in [14], namely IP security,transport layer security, Authenticast1, a scalable encryption service2, and a dynamic en-cryption service3. These dynamic data protection services are classi�ed according to thetaxonomy and they each becomes an own class. By introducing this taxonomy, an overviewof the security in the network can be achieved and security could be looked upon as a QoSparameter.1A scalable authentication service.2A scalable encryption service allows information to be partially encrypted using a predeterminedpattern.3A dynamic encryption service allows the partial encryption pattern to be changed during a session.



2.4. ENCRYPTION LEVEL 92.4 Encryption LevelThe level of encryption is a relative term and this section will explain what is meant by thisin the context of this work. If data is to be transmitted from a sender to a receiver and allthe data is encrypted we say that 100% has been encrypted, and therefore the encryptionlevel is 100%. In the same way, if every second block is encrypted in the transmission, theencryption level is 50%, assuming that all blocks are of the same length. The encryptionlevel can thus be expressed as the number of blocks that is encrypted out of the totalnumber of blocks that are to be sent (see section 3.1). Figure 2.1 shows the case where 4blocks out of 10 are encrypted, resulting in an encryption level of 40%.This gives that the more blocks that are encrypted, the higher the encryption level,
Total number of blocks to be sent

7 8 9 101 2 3 4 5 6

= Encrypted blocks

= Plain text blocksFigure 2.1: Encryption Levelincreasing the con�dentiality of the transmitted data.The encryption level, however, not the only factor that a�ects the security in the trans-mission. One also has to take into consideration what kind of encryption algorithm that isused. If the use of an algorithm with a key length of 256 bits is compared with the samealgorithm with a key length of 128 bits, the use of a longer key produces a higher security



10 CHAPTER 2. BACKGROUND AND MOTIVATIONlevel (see section 2.1). Di�erent encryption algorithms have di�erent security levels whichwill a�ect the total security level.Other aspects that a�ect the security level are authentication integrity and key exchangealgorithms. However, there already exist good and tested algorithms in these areas, suchas Distributed Authentication Security Service (DASS) and Di�e-Hellman key exchangealgorithm [21], these will not be further discussed here.
2.5 Previous WorkGoodman and Chandrakasan [9] introduced the concept of scalable encryption. Scalableencryption means that high priority data is encrypted with a strong encryption algorithmand low priority data is encrypted with a weaker encryption algorithm. This implies thatthe data format and structure are known to the user, to make it possible to point outwhich data to be encrypted with a stronger algorithm and for which data to use a weakeralgorithm. The possibility to point out which parts of the data to be encrypted with astrong algorithm makes it possible to allocate security where it is needed the most withina data stream. In addition, the parts of the data encrypted with a weaker algorithm willdecrease the computational burden.An evaluation of selective encryption techniques of MPEG streams, in the work ofAlattar and Al-Regib [1], shows the high e�ciency of encrypting only data associated withIntra-coded macro blocks, or the headers of all predicted macro blocks together with thedata in all Intra-coded macro blocks. Intra-coded macro blocks are sensitive portions of aMPEG compressed video stream and represent a complete picture while other frames onlyrepresents changes and are thereby less sensitive with the aspect of hiding information. Itis shown in [1], that the latter method is most e�ective regarding best security level but



2.5. PREVIOUS WORK 11also achieves less savings in processing time.In the paper by Lindskog, Strandbergh, Hackman, and Jonsson [16], the encryptionlevel is selected before the transmission and is maintained throughout the session. Thismakes the encryption level dynamic on a per-session basis and it o�ers a scalable solutionat a low cost. The model presents a way to make a trade-o� between the security leveland the encryption cost that can be applied to any type of data.IP Security (IPSec) is a protocol that implements security at the IP level as describedin [12]. IPSec is provided as an integrated part of IP version 6 (IPv6) [7] and can be addedas an extension to IP version 4 (IPv4) [18]. Security services in IPSec are implementedthrough extension headers that follow the main IP header attached to each packet. Twotypes of such headers exist: Encapsulating Security Payload (ESP) headers and Authenti-cation Headers (AHs). An ESP header is attached when data con�dentiality is requested,while an AH is attached when data authenticity and/or data integrity is requested. Whenan ESP header is used, an optional AH can be attached as well.Transport Layer Security (TLS) [3] [8] is an Internet protocol that implements securityfeatures above the Transmission Control Protocol (TCP) or the Stream Control Trans-mission Protocol (SCTP) [20], which implies that a reliable end-to-end security service isprovided. The �rst version of TLS was derived from the Secure Socket Layer (SSL) proto-col, introduced originally by the Netscape Corporation. Version 3.1 of SSL and TLS 1.0 areessentially the same protocol. Two types of services are o�ered by TLS: con�dentiality andmessage integrity. Con�dentiality is achieved through the use of conventional encryptionalgorithms such as DES, 3DES, IDEA, etc., and message integrity is guaranteed throughthe use of a hash algorithm (SHA-1 or MD5). In addition, a compression algorithm can beused to compress data before adding the Message Authentication Code (MAC) produced



12 CHAPTER 2. BACKGROUND AND MOTIVATIONby the hash algorithm, which in turn is added before encryption of data is performed. InTLS, both the application data and the MAC are encrypted.
2.6 Areas of InterestIn this section a number of cases where the user could bene�t from a more detailed levelof control over the encryption process are presented.2.6.1 Protection of Layered InformationIn some cases the information consists of several parts, called layers, that are combined toreconstruct the original information. Some of these layers may contain information that ispublicly known, while other layers may contain sensitive data.This model we will call the Layered Information Model.Protection of MapsOne example would be a military map constructed from one layer containing informationabout the location of strategic targets and troop movements, and one layer containing theactual geographical map. This idea is derived from the paper [10], by Iyengar and Samtani,where the map is partitioned into smaller pieces and treated di�erentially depending ontheir priority. In this case, the geographical map can be considered public informationbut the strictly military information is to be kept secret. An example of non-military useis a map containing information about the whereabouts of protected wildlife species suchas eagles' nests or current locations of wolf packs. Again the geographical map will bepublicly known but the information about the wildlife is to be kept secret. The point ofdynamic encryption in this area is that since some of the layers contain information that



2.6. AREAS OF INTEREST 13is publicly known, it is su�cient to encrypt the layers containing non-public information.In the examples given above there are signi�cant di�erences in the density of data. Thelayers containing the geographical information are likely to contain much more data thanthe layers containing the secret information, and thus the number of resource-consumingencryption operations will be reduced if only the layers containing secret information isencrypted, compared to the alternative where all data (i.e, all layers) is encrypted. This willmake it possible to decrease the workload on the involved hosts, which might be handhelddevices with limited capacity, while still being able to transmit all data throughout onesession.2.6.2 Protection of Partitioned InformationWhen the data to be transmitted consists of several �les and one speci�c �le is neededto be able to make use of the data set, there could be bene�cial to encrypting only thisimportant �le. The bene�t could be reduced overhead time to encrypt and decrypt, andalso in lower power consumption. An example of this kind of transmissions is when a hostwants to download an application which could consist of an executable �le and several con-�guration �les. The user of the application needs access to the executable �le to be ableto run the application, otherwise the application will be useless. Therefore, only encrypt-ing the executable �le could be enough to keep the application secure from unauthorizeddownloaders and, at the same time, gain computational resources.This model we will call the Partitioned Information Model.2.6.3 Protection of Live BroadcastsIn this model focus is on the performance of the involved hosts, the level of encryption isadapted to the currently available resources. Consider a server broadcasting a live concertand handling a large amount of clients (viewers). The viewers paying to view the broadcast



14 CHAPTER 2. BACKGROUND AND MOTIVATIONdemand high quality broadcast and the nature of live broadcasting demands just-in-timeencryption to be performed by the broadcasting server. The encryption process puts a highload on the server and may cause the quality of the broadcast to deteriorate. A possiblesolution would be to encrypt only a fraction of the data such that the load on the serverreaches an acceptable level. If the server load decreases, a larger amount of data can beencrypted and thus the server may adapt to get the optimal level of quality and encryption.In addition, the client could also be able to request a temporary reduction of the encryptionlevel in the same way as the server. The 
uctuation of the level of encryption will be limitedto a pre-determined range. The lower limit will in this case be set by the supplier of data,e�ectively the server. The upper limit could be negotiated at initialization, or simply setto 100 percent, and the level of encryption would be negotiated during initialization andre-negotiated during the session. However, both the server and the client should strive tokeep the level of encryption as high as possible at all times. As an addition to this modelit might be possible to introduce a minimal average rate of encryption per session. Theaverage rate will allow temporary drops in encryption level, but hinder the possibility ofthe encryption level to be kept at the lowest allowed rate throughout the entire session.This model we will call the Live Broadcast Model.2.6.4 Protection of Video ConferencesThe idea behind this model is to be able to adjust the level of encryption manually andabsolute. The typical target of this model would be a video conference where some partof the conference has to be kept con�dential. The part of the conference that deals withpublicly known, or non-con�dential, information may be shared between participants inplain text. This will, as the Live Broadcast Model described in section 2.6.3, save resourcesand focus on the quality of the media. Since a conference occurs in real time, it may notbe possible to determine in advance when the con�dential information is to be treated andthus it must be possible for the participants to change the encryption level manually in



2.6. AREAS OF INTEREST 15real time. This model can be viewed as an encryption on/o� switch, which implies thatany raise of encryption level, corresponding to encryption switch on, must be carried outwithout negotiation. However switching o� the encryption may be a matter of negotiation.This model we will call the Video Conference Model.2.6.5 Protection in Di�erent EnvironmentsBusiness networks tend to become more and more wireless and situations where a handheldunit, such as a PDA or a laptop, is transported between networks occur more frequentlynowadays. This may imply that a change, in real time, of encryption level and IP addressfor the new network area is desirable. When a handheld unit (see �gure 2.2) is in a networkarea with a certain kind of security level (security level 1) and the user wants to move toanother network area, possibly with another security level (security level 2), a transparentchange of IP address and security level needs to be done.
(Security level 3)
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(Security level 1) (Security level 2)

Figure 2.2: Handheld unit changing network areaA similar transparent change of IP addresses has been discussed in [5] but here the



16 CHAPTER 2. BACKGROUND AND MOTIVATIONfocus is on the change of encryption level. Dynamic encryption would allow for adaptingthe security level to the requirements of the new network area without resetting the session.This model we will call the Di�erent Environments Model.2.7 Possible Implementation ModelsThe following models describe di�erent ways to make use of the encryption level whentransmitting data over a network.2.7.1 Periodic EncryptionThe Video Conference Model 2.6.4 may be extended to a periodic encryption-model wherethe alterations of the encryption level are triggered by time or type of data. This modelmay be used to broadcast plain text commercials and previews of movies, again with theintention of saving resources, while the actual movie broadcast is encrypted (see �gure 2.3).During the encryption period it could be desirable to use negotiation as presented in thelive broadcast model.This model we will call the Periodic Encryption Model.
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Figure 2.3: Periodic encryption broadcasting movie and commercials



2.7. POSSIBLE IMPLEMENTATION MODELS 172.7.2 Stepwise RisingThe model displays another aspect of the live broadcast example 2.6.3. If we consider anice hockey broadcast, the most interesting part from the viewers perspective is the endof the game, there is no use in watching the game if you don't get to know the result.This implies that it might be a waste of resources to maintain a high level of encryptionthroughout the whole match. A more resource-e�ective way to handle the broadcast wouldbe to increase the level of encryption stepwise from little or no encryption at all from thestart, to a high level of encryption towards the end of the match (see �gure 2.4). Thisstepwise raise of encryption could also be done over each separate period of the match.This model we will call Stepwise Rising Model.
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Figure 2.4: Stepwise rising encryption
2.7.3 Stepwise FallingWhen information to be kept secret lies in the beginning of the data to be transmitted therecould be a gain in lowering the encryption level during the transmission (see �gure 2.5).Possible situations where this could take place could be TV-games, where the conditionsfor the game are given in the beginning of the broadcast. To be able to participate in thegame one has to know the rules given in the beginning. Everybody is able to view the



18 CHAPTER 2. BACKGROUND AND MOTIVATIONprogram, but only authorized persons or entities are able to decrypt the broadcast andthereby get the rules.This model we will call the Stepwise Falling Model.

time

100

75

50

25

0

EL(%)

Figure 2.5: Stepwise falling encryption



Chapter 3
The Design of the DynamicEncryption Model
The intention with the dynamic encryption model is to o�er the ability to change theencryption level during an ongoing transmission, and thereby o�er a service that couldbe used to develop the "Areas of Interest" presented in section 2.6. In section 3.1 thede�nitions needed to describe the model are given. In section 3.2 a mechanism to pointout speci�c parts of the data to be encrypted is described. Three possible solutions: onechannel, two channels and three channels are investigated and evaluated in section 3.3, andin section 3.4 we give a short introduction to the SCTP protocol and point out features inthe protocol that could be useful in the dynamic encryption model. A central part in thedynamic encryption model is the encryption mask, which is described in section 3.5 andthe two channels used, on the basis of the evaluation in 3.3, are described in section 3.6and section 3.7. In section 3.8 a summary of the choosen model is given.19



20 CHAPTER 3. THE DESIGN OF THE DYNAMIC ENCRYPTION MODEL3.1 De�nitionsTo be able to give a clear and concise description of our dynamic encryption service weintroduce the following de�nitions:De�nition 1. An in-session dynamic encryption service is a service that has been explicitlydesigned to o�er various encryption levels that can be selected, and varied, during thesession.Encryption levels are in this thesis de�ned as follows:De�nition 2. Let X denote the total amount of data, and let Y denote the encrypteddata subset. The encyption level will then express the relation Y=X.An encryption service is considered dynamic provided:Let EL denote the encryption level.Let ELtm and ELtn denote two arbitrary points in the transmission.ELtm 6= ELtnis valid, andEL�[0%; 100%].3.2 Selection MechanismIn [16] a m-out-of-n selection mechanism is introduced to specify the granularity of theencryption level. To take this one step further and make it possible for an application tospecify exactly which blocks to encrypt, we introduce the encryption mask. The encryptionmask is a sequence of bits specifying which blocks to encrypt and which blocks to transmitas plain text. The length of the sequence is n and the total number of bits set to 1 (1 denotes



3.3. INVESTIGATION OF THE DYNAMIC ENCRYPTION SERVICE 21the blocks to encrypt) in the sequence ism. Combining them-out-of-nmechanism with theencryption mask provides the ability for the application to take the speci�c structure of thedata into consideration in order to make the partial encryption as e�ective as possible, i.e.to encrypt speci�c parts of the data. In the general case where the user application doesnot wish to control the encryption process in detail, the encryption mask may be randomlygenerated or composed of the �rstm bits set to 1 and the remaining n�m bits set to 0. Thelatter composition directly corresponds to the m-out-of-n selection mechanism proposedin [16].3.2.1 OperationsIn addition to ordinary user applications for transmitting data, the dynamic encryptionservice application should be able to:� Get the encryption-mask.� Get the encryption-mask length.� Set the encryption-mask and its length together.� Retrieve the block size used to provide the possibility to specify encryption-mask inthe above set operation� Set and get encryption algorithms and keys3.3 Investigation of the Dynamic Encryption ServiceIn this section, di�erent solution strategies that support dynamic encryption as describedabove, are investigated. First we describe the di�erent solutions and their advantages anddrawbacks, then we evaluate the solutions and justify our choice. The signalling can bedone either in-band, which means that the control data is delivered before the application



22 CHAPTER 3. THE DESIGN OF THE DYNAMIC ENCRYPTION MODELdata and in the same channel, or out-of-band, which means that the control data is deliveredbefore the application data but in a di�erent channel. In the latter case, a synchronizationhas to be done between the control channel and the data channel.3.3.1 Possible SolutionsWe have evaluated three possible solutions to obtain an dynamic encryption service. Thisis done in order to discover all advantages and drawbacks for each of them. The maindi�erence between these solutions is the number of channels used for the transmission.For the packets that are being sent we want to transmit:� Application data which consists of encrypted data or plain text data.� Control data which consists of the mask, negotiation of the key or negotiation ofalgorithms.Below three di�erent models will be described; containing a one, two, and a three channelsolution respectively.One ChannelThis solution, using in-band signaling, uses a single channel for both data and control(see �gure 3.1). The control data and the application data need to be separated by a
ag indicating the data type of the packet. Control data, like the encryption mask, isprepended to the application data.The advantages of this solution are:� The independence of a speci�c underlying transport protocol� The control data and the application data are automatically synchronized.The drawbacks are:



3.3. INVESTIGATION OF THE DYNAMIC ENCRYPTION SERVICE 23
Host A channel 1 Host B

Control data (flagged) + mask + application data

Figure 3.1: Transmission in one channel� The application data and the control data get unwanted dependence regarding con-gestion control. If the network is congested, it may be possible to increase theencryption level without a�ecting the performance. In one channel solution this willnot be possible.� Separation of the control data from the application data must be done at the receiver.Two ChannelsThis solution is an out-of-band signaling using one channel for data transport and onechannel for control (see �gure 3.2). The control data and the application data are sep-arated in two di�erent channels. The information about whether the application data isencrypted or not is transmitted in the control channel as an encryption mask.
Application data

Host A Host B

Channel 1

Channel 2

Control data + mask

Figure 3.2: Transmission in two channelsThe advantages of this solution are:



24 CHAPTER 3. THE DESIGN OF THE DYNAMIC ENCRYPTION MODEL� Logical separation between the control data and the application data, which is alsovalid for the congestion control.� Delay in the retransmission of application data does not necessarily a�ect the trans-mission of control data.The drawbacks are:� A synchronization between the control data and the application data is needed.� An implementation will be restricted to either the SCTP protocol or the use of severalTCP connections.Three ChannelsThis solution is an out-of-band signaling using one channel for control and two channelsfor data, one fully encrypted, one plain-text only (see �gure 3.3). Thus the di�erent datawill be separated in three di�erent channels.
Plain text application data

Host A Host B

Channel 1

Channel 2

Channel 3

Encrypted application data

Control data

Figure 3.3: Transmission in three channelsThe advantages of this solution are:� It is possible to determine from the channel on which the data is received if the datais encrypted or not, making the encryption mask super
ous.



3.3. INVESTIGATION OF THE DYNAMIC ENCRYPTION SERVICE 25� Logical separation between the control data, the application data encrypted and theapplication data in plain text. This is also valid for the congestion control.The drawbacks are:� Creates dependency between the channels.� An implementation will be restricted to either the SCTP protocol or the use of severalTCP connections.� The application data may be delivered out of order.� Claims a bu�er or polling.� An attacker may also be able to determine which parts of the data that are trans-mitted in plain text.3.3.2 Evaluation of SolutionsThe three channel solution described in section 3.3.1 could be done using the SCTP proto-col, either with the ability to specify which stream to read from or by bu�ering. However,it turns out that there is no possibility to specify which stream to read from. Therefore,bu�ering is needed above the SCTP protocol if we want to use three channels. This bu�er-ing is resource consuming and one of the purposes of this work is to minimize the load onthe participating hosts. Due to this, the three channel solution was dropped. With twochannels we have the advantage, when separating control data from application data, ofgetting no dependence between them but even in this solution bu�ering might be nessecarywhen changing encryption level. However, bu�ering can be avoided by using a combina-tion between solution one and solution two. By transmitting control data that is stronglyconnected to the application data, such as the encryption mask, together with the appli-cation data, the problem with encryption level change can be solved. The control data



26 CHAPTER 3. THE DESIGN OF THE DYNAMIC ENCRYPTION MODELwith weak connection to the application data, such as encryption level negotiation, will betransmitted in the control channel (see �gure 3.4). Thus we get the advantage of the abilityto transmit control data, such as negotiating encryption level or changing encryption key,even if the application data is delayed. In addition, there is no need for bu�ering whendata per stream is in order and the synchronization between the mask and the applicationdata is achieved. This is the model we apply for our further work in this thesis.
Application data + mask

Host A Host B

Channel 1

Channel 2

Control data 

Figure 3.4: Transmission in two channels, separating mask from control data
3.4 Transport Layer ProtocolAlthough the solution described in section 3.3.2 could be implemented using TCP, theSCTP-protocol will be used in this implementation for two reasons: SCTP contains built-in features to handle multiple streams and multi homing as described in 3.4.2, and forresearch and educational purposes.3.4.1 The Stream Control Transport ProtocolThe Stream Control Transport Protocol (SCTP) is an evolving protocol and a proposedIETF standard (RFC2960) [20]. This stream control transmission protocol is "designed toexpand the scope beyond TCP and UDP" [11] and has several bene�ts for transmitting



3.5. THE ENCRYPTION MASK 27streaming media, such as o�ering multiple streams in the same association, associationestablishment that prevents SYN attacks, message-oriented data delivery service and multihoming, the ability to transparently switch between di�erent IP-adresses on a host. Theprotocol has proved to reduce the latency of multiple �le transfers [13] and deliver moreconsistent, higher quality real time streams [2].3.4.2 Useful Features for the Dynamic Encryption ServiceSome of the features in SCTP can be useful in di�erent situations in the dynamic encryptionservice. The multi homing feature can be useful in the case where a host travels betweentwo di�erent networks and the security level changes between the networks (see section2.6.5). Multiple streams give the advantage of separating control data and applicationdata, which makes the control channel independent of the data channel and thereby it ispossible to send control data regardless of the state of the data channel. The protocolalso provides an option to send unordered messages, which can be valuable in cases whenretransmission a�ects the time-duration too much in a time critical system and small dataloss can be disregarded.Many of the areas presented in section 2.6 involve streaming media which often consistof a large amount of data and therefore are computationally intensive and require muchbandwidth. In [2] the authors demonstrate several advantages of SCTP when transmittingstreaming media which gives us further arguments in using the SCTP protocol.3.5 The Encryption MaskThe encryption mask must be shared between the sender and the receiver in order to beable to carry out the partial encryption process. Depending on how often the encryptionmask is to be updated, the exchange of the encryption mask may be done in di�erent ways.If the user application wishes to specify an encryption mask, and thereby the encryption



28 CHAPTER 3. THE DESIGN OF THE DYNAMIC ENCRYPTION MODELlevel, based on the content of the data rather than the structure of the data, the maskmay be changed quite often. In this case, the length of the mask should be kept constant,and transmitted in a separate control message prepending the data, to allow the mask tobe bundled with the data to minimize the overhead generated from changing the mask. Ifthe user application wishes to specify an encryption mask based on the structure of thedata to be sent, for example to ensure that I-frames are encrypted during transmisson ofan MPEG �le, the sensitive part of the data may be found in a repeated pattern. In thiscase, the same encryption mask could be valid for a large part of the transfer, which leadsto a low frequency change of the encryption mask, and the encryption mask together withthe length of the mask should be sent in a control message prepending the data. The sameargument is applicable when the mask only is to be changed when the encryption levelis changed, the case where the application does not want to specify the encryption maskbut only the encryption level. In general, all control messages concerning the encryptionmask should preferably be sent over the data channel to obtain automatic syncronizationbetween the control message and the data it concerns.3.5.1 Encrypting the Encryption MaskAs mentioned in section 3.2, the encryption mask speci�es which blocks to encrypt. Sincethe receiver needs the encryption mask to determine which blocks to decrypt, the encryp-tion mask may be viewed as a key. Thus the combination of the data encryption keyand the encryption mask constructs the complete key needed to successfully decrypt themessage. This viewpoint implies that the encryption mask too needs to be kept secret,and thus encrypted, during transmission. By encrypting the encryption mask using thesame block cipher that is used to encrypt the control data, no further complexity is added.The use of a block cipher will require the mask to be padded to reach the length of aneven multiple of the block size. In order to avoid introducing further complexity by addinganother encryption algorithm into the service, the mask will be encrypted using the same



3.6. CONTROL CHANNEL 29block cipher as the one used to encrypt data.3.6 Control ChannelTo control the transmission of the application data, a control channel is established whereseveral types of messages can be sent. Both a control channel from sender to receiver and acontrol channel from receiver to sender are established, since the hosts need to communicatewith each other. The messages can be of the following types:1. The encryption key that is going to be used by the sender and the receiver throughthe session is exchanged before the encryption can begin.2. Negotiation of the encryption level which could, for example, occur as follows (see�gure 3.5): The sender is able to send the data with an encryption level of 80%and informs the receiver about this. The receiver can only manage to handle thedata with an encryption level of 60% and send a response to the sender with thisinformation. The sender accepts this encryption level and sends an acknowledgmentto the receiver. Now the sender starts to transmit application data with an encryptionlevel of 60%.3. If an error occurs a message will be sent in the control channel. This error couldbe a request of changing encryption level when, for example, the sender becomesoverloaded with processes with no ability to continue with the negotiated encryptionlevel. The error could also be a request to close the session where either the senderor the receiver wants to end the transmission before completeness.4. A negotiation mode can be sent to determine which hosts are able to participate inthe negotiation. For example:� Mode 1: The sender decides the encryption level and the receiver has to accept or



30 CHAPTER 3. THE DESIGN OF THE DYNAMIC ENCRYPTION MODEL

Application data encrypted with EL = 60%

Sender Receiver

EL = 80% ?

EL = 60% ?

ACK EL = 60% !

Figure 3.5: Negotiation of the encryption level
reject (and thereby close the connection). The encryption level can be changed,only by the sender, during the session.� Mode 2: The sender and the receiver are able to negotiate the encryption levelbefore or during the session, where the sender has the control over the decidedencryption level.� Mode 3: The receiver decides the encryption level and the sender has to acceptor reject. The encryption level can be changed, only by the receiver, during thesession.

The test implementation described in chapter four will focus on Mode 1.



3.7. THE DATA CHANNEL 313.7 The Data ChannelThe data channel is used to transmit both the application data and the encryption mask(see section 3.5). The application data is transmitted from sender to receiver in data units(see �gure 3.6) with the same size as the block size of the used encryption algorithm. Theencryption mask and the length of the encryption mask are transmitted in control units infront of the data units or a data sequence (i.e. several data units). All the data composedof a control unit and following data sequence or a data unit is denoted as an encryptionsequence.
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Figure 3.6: Terminology of the data in the data channel.
3.7.1 The Encryption Mask and the Encryption Mask LengthThe very �rst unit in a transmission contains the encryption mask and the encryptionmask's length. The length has to be transmitted when the mask's length can vary fromone encryption sequence to another encryption sequence. If, for example, as seen in �gure3.7, a mask of length 16 is transmitted in front of 16 blocks of application data, the receiverknows, out of the mask's length, that at least 16 data blocks follow the mask and whenthe receiver reads the mask it knows which blocks to decrypt and which blocks to leaveas plain text. The next encryption sequence, (see �gure 3.7) has the mask length 32 and



32 CHAPTER 3. THE DESIGN OF THE DYNAMIC ENCRYPTION MODELthereby the receiver knows that at least 32 blocks follow the mask and the receiver thencan decrypt these blocks or forward them as plain text depending on the content of theencryption mask.
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32 16Figure 3.7: Transmission of encryption mask length, encryption mask and data.The encryption mask can, however, be valid for several data sequences and last untilthe next mask is transmitted. Thereby the overhead can be minimized to a minimum.The mask may be changed at any given point of the session. The change will take e�ectimmediately, disqualifying the currently used mask even if it is not fully traversed. If theend of the encryption mask is reached, and no new mask has arrived, the mask is reused.3.7.2 Separating the Data and the Encryption MaskWhen the application data is sent in the same channel as the encryption mask, specifyingthe application data to follow, and the padding, specifying how much of the received blockis padded, a solution for separating the three di�erent kinds of data is needed. By usinga 
ag, in the message header, indicating if the transmitted data is application data, anencryption mask, or padding information, the receiver can determine what kind of datathat is received.



3.8. SUMMARY OF THE DYNAMIC ENCRYPTION MODEL 333.7.3 PaddingIf an encryption algorithm with a 128 bit block size is used and if the last bits of theapplication data or the control data do not correspond to the 128 bit block it has to bepadded. If for example (see �gure 3.8) the last data block to be transmitted only consistsof 84 bits, 44 bits of padding have to be added.

data 84 bit

�������������������������������
�������������������������������
�������������������������������
�������������������������������

������
������
������
������

������
������
������
������

Sender Receiver

last data block 128 bits

padding 44 bits

Data channel

data unit

Figure 3.8: Padding of a data blockThe padding information has to be sent as a control unit in front of the padded datablock which gives the receiver information of how many bits are padded and thereby howmany bits to read as relevant data.3.8 Summary of the Dynamic Encryption ModelThe Dynamic Encryption model consists of a sender A and a receiver B (see �gure 3.9).Between A and B three channels are established where one control channel and one datachannel transmit data from A to B. The third channel is a control channel transmittingcontrol data from B to A. Control data is data that has no direct relation to the datatransmitted in the data channel. The messages in the control channel are of the types:



34 CHAPTER 3. THE DESIGN OF THE DYNAMIC ENCRYPTION MODELend-of-session, encryption key, negotiation of encryption level, or encryption algorithm,and error messages. The �rst message in the data channel is the encryption mask showingwhich of the following blocks of data that are encrypted or sent as plain text. If the patternof encrypted blocks changes during the session, a new encryption mask has to be sent overthe data channel.
Control data

Channel 1

Channel 2

Control data 

Application data + maskHost A Host B

Channel 3Figure 3.9: A picture over the DE model



Chapter 4
Test Implementation
This chapter describes the test implementation. The target of the test implementation ispresented in section 4.1. An overview of the test implementation model is given in section4.2. In section 4.3 an analytical evaluation of the computational gain using the dynamicencryption service, is presented. In section 4.4, the test cases, used to evaluate and testthe dynamic encryption service are presented, and �nally the result of these test cases arepresented in section 4.5.4.1 Target of Test ImplementationIn the test implementation, the encryption level can only be changed through the encryp-tion mask. Thereby it is possible to both specify the encryption level and which blocksout of the application data that are going to be encrypted. On top of this implementation,several modules can be implemented which give the possibility to o�er an application inter-face that simpli�es the user application's interaction with the dynamic encryption service(see section 6).The dynamic encryption test implementation gives the ability to:� Measure the overhead time of exchanging mask, compared to encryption and decryp-35



36 CHAPTER 4. TEST IMPLEMENTATIONtion in the traditional way with no encryption mask.� Estimate and decide the granularity of the encryption level. If it is possible to seea di�erence in the measurement decreasing the encryption level in steps of 1% thegranularity should be held at 1=100, but if it requires a decrease in steps of 5% tosee a di�erence, the granularity should be 5=100.� Show the savings achieved by using the dynamic encryption service.4.2 Test Implementation OverviewAn overview of the dynamic encryption model is presented in �gure 4.1. The data to betransmitted is sent together with the encryption mask to the dynamic encryption module,notation (1) in �gure 4.1. The encryption mask points out which data to be encrypted,notation (2:a), which include the encryption mask itself, and which data to be sent asplain text, notation (2:b). The encryption algorithm produces encrypted data, notation(3), which consists of encrypted application data and encrypted encryption masks. Thisencrypted data together with the plain text data are transmitted, notation (4), to thereceiver via the transport layer. At the receiver the transport layer delivers the data,notation (5), to the dynamic encryption module which, on the basis of the decryptedencryption mask, notation (7), decides whether the data is encrypted and therefore shouldbe decrypted, notation (6), or pass as plain text, notation (8). The plain text data and thedecrypted data, notation (9), represents the complete data to be delivered at the receiver,notation (10).4.2.1 The Program ModulesThe test implementation of the dynamic encryption model consists of four modules of whichtwo modules comprise the actual service (encryption algorithm and dynamic encryption),
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Figure 4.1: An overview of the dynamic encryption model
the remaining two modules act as server and client through the tests. To accomplish theactual encryption, an encryption module has been implemented using the AES-functionsfrom the openSSL-library included in FreeBSD. The openSSL-functions used by this mod-ule are:AES_set_encrypt_keyandAES_set_decrypt_keywhich both take the user key and the length, in bits, of the user key as parameters andproduce the encryption key schedule and the decryption key schedule respectively in theirthird parameter, andAES_ecb_encryptwhich takes four parameters:



38 CHAPTER 4. TEST IMPLEMENTATION� A bu�er containing the data to process.� A bu�er to hold the processed data.� The key schedule to use in the process.� A 
ag determining whether to perform an encryption or decryption process.The encryption module simply encapsulates the open-SSL functions and adds the possi-bility to retrieve the name and block length of the algorithm. The dynamic encryptionmodule contains the actual service with functions to set up and tear down a connectionbetween two hosts, send and retreive data, and manipulate the encryption mask. Thefunctions used to set up and tear down a connection encapsulate the functions speci�ed in[19]. The actual transmission is done in read and write functions, containing the selectionmechanism, via sctp sendmsg [19] and sctp recvmsg [19]. The write function continouslychecks the size of the data to transmit and adds padding to the data and noti�es the receiv-ing end if nessecery. When the mask is changed the dynamic encryption module recordsthe change but the new mask is not transmitted until a following call to the write-functionis done. A typical transmission will be done in the following steps:server module:create DEsetupawait connectionwhich will initiate the dynamic encryption service, create a socket and wait for incomingrequestsnegotiate algorithm and exchange keyin the test implemetation the negotiation will be done implicitly



4.2. TEST IMPLEMENTATION OVERVIEW 39create algorithmalgorithm.setkey(key)DE.setAlgorithmtheese steps will setup the dynamic encryption service with the negotiated encryptionalgorithm and keyDE.setmask(mask)when the encryption mask is set the transmission can startDE.write(data) (repeated)DE.setmask(newMask)the encryption mask may be altered at any point during the transmissionDE.write(data) (repeated)...DE.sendEOFthis step will tear down the connection and free allocated resources.The client module operates in a similar manner:create DEsetupconnect to serverwhich will initiate the dynamic encryption service, create a socket and connect to the servernegotiate algorithm and exchange key (Implicit)create algorithmalgorithm.setkey(key)DE.setAlgorithm



40 CHAPTER 4. TEST IMPLEMENTATIONthe negotiation and setup of encryption algorithm and key corresponds directly to the samesteps in the serverDE.read(data) (repeated)...DE.closewhen the client gets noti�cation from the server the connection is closed and and allocatedresources are freed.EncryptionThis implemetation is using three functions from the open-SSl/AES library. The key initial-ization is done via AES set encrypt key(key, 128, encryptionKey) and AES set decrypt key(key, 128, decryptionKey) in the algorithm.setkey(key) call in the example on page 41. Theencryption is done by calling AES ecb encrypt(data, result, encryptionKey, AES ENCRYPT).The AES ecb encrypt also performs decryption when the decryptionKey is passed and thelast parameter is set to AES DECRYPT.Selection MechanismAt this level, the data will be viewed as a stream which the selection is to be appliedto. The selection is performed by an if-else statement with the condition containing alogical AND-operation given the current mask position, obtained with a shift operation,and TRUE as arguments. If the condition validates as TRUE the current block in thesource data stream will be encrypted/decrypted and placed in the result data stream, elsethe current block of data will be copied from the source stream to the result data streamwithout modi�cation. To keep track of the current position in the mask and in the datastreams two counters are used, a mask position counter and a stream position counter. Themask position counter, named position in the code sample (page 41), is stored between



4.2. TEST IMPLEMENTATION OVERVIEW 41subsequent calls and will be resetted when the end of the mask is reached. The streamposition counter, named i in the code sample (page 41), is also used to determine whetherpadding is needed to obtain a full block at the end of the sender side source stream, inwhich case the receiver will be noti�ed of the size of the padding to be able to remove thepadding from its result data stream.Selection code sample1:
10: if((mask >> position) & 1)20: {30: alg.encrypt(result[i],source[i]);40: }50: else60: {70: bcopy(source[i],result[i],blockSize);80: }90: i++;100: position++;110: if(position >= maskLength)120: {130: position = 0;140: }These steps are repeated in a loop until the end of the stream is reached.1The last if-statement could be written as position %= masklength, but the if-statement allows for asmaller set of assembly code instructions, providing a more simple calculation of the required machineinstructions



42 CHAPTER 4. TEST IMPLEMENTATION4.3 Theoretical GainAn analytical evaluation of the computational gains that can be achieved by using thedynamic encryption service is discussed in this section. In [4], the major AES candidatesare compared and evaluated with respect to performance. After that paper was published,the Rijndael algorithm [6] has been elected as the AES algorithm. By using the resultsfrom [4], it is possible to calculate a theoretical measure of the gain with our dynamicencryption service at di�erent encryption levels (ELs). We base our further calculations onthe results reported for the Rijndael algorithm only. In the following, the AES algorithmis a synonym for the Rijndael algorithm. Furthermore, we use the �gures reported fora C code implementation of the algorithm using a 128-bit key on a 32-bit Pentium Proprocessor.According to [4], the time it takes to encrypt one data block is 440 clock cycles usingthe AES algorithm. A block containing 128 bits corresponds to 16 bytes. Consider, forexample, an MP3 �le of size 3 678 040 bytes. The �le consists of 229 878 blocks in total.The last block must, however, be padded with 8 extra bytes, since 3 678 040mod 16 = 8.The computational time it takes to encrypt the complete �le, denoted C, will then be:C = 229 878 blocks � 440 clock cycles=block = 101 146 320 clock cyclesIf not all of the blocks are encrypted, computational gains could be achieved. Inthe worst case scenario, the time required to only copy a block of plaintext data from asource to a target destination require no more then 32 clock cycles per block. Two MOVinstructions are used to �rst copy a byte from memory to a register and then from theregister to memory. Each MOV instruction is speci�ed to execute within 1 clock cycle.Hence, to copy a block, which contain 128 bits = 16 bytes, 2 * 16 = 32 clock cycles areneeded.The selection mechanism to specify whether a block should be encrypted or not couldbe implemented in the C programming language as described in the code sample on page



4.3. THEORETICAL GAIN 43Instruction WCETy (clock cycles) Occurences rowlineSHIFT 1 10AND 2 10CMP 4 10, 110JNZ or JMP 1 20, 60, 120INC 4 90, 100JLE 1 10, 110MOV 8 70, 130Table 4.1: Assembly instructionsy WCET: Worst-Case Execution Time.41. In the code sample, mask is the bit mask and i is used as an index. Furthermore,result[i] and source[i] refers to ciphertext block i and plaintext block i respectively,position refers to the current position in the mask, and maskLength denotes the lengthof the bit vector.The selection mechanism described above could thus be implemented using the followingminimal set of machine code instructions on a Pentium Pro processor:The combination of the code sample on page 41 and table 4.1 implies that for eachblock, the selection mechanism produces an overhead of 21 clock cycles in the case wherethe position is not resetted. In the case where position is resetted the overhead producedwill be 28 clock cycles. The formula for calculating the estimated number of clock cyclesneeded to encrypt a �le using the dynamic encryption service and a mask length equal tothe number of blocks + 1 can then be written as follows:C = 21n+ 440ne + 32(n� ne) (4.1)Where n is the total number of blocks in a data transfer, and ne is the number of blocksthat are encrypted.



44 CHAPTER 4. TEST IMPLEMENTATIONThe formula for calculating the estimated number of clock cycles needed to encrypt a�le using the dynamic encryption service and a mask length equal to 1 can then be writtenas follows: C = 24n+ 440ne + 32(n� ne) (4.2)The general formula for calculating the estimated number of clock cycles needed toencrypt a �le using the dynamic encryption service can then be written as follows:C = 21n+ 3n=m + 440ne + 32(n� ne) (4.3)Where n is the total number of blocks in a data transfer, ne is the number of blocksthat are encrypted, and m is the length of the mask used. By using equation 4.3, wecan calculate at which encryption level the overhead for the dynamic encryption service isgreater than or equal to the overhead for encrypting all the blocks without the selectionmechanism. 24n+ 440ne + 32(n� ne) � 440n (4.4)Rewriting the expressions in (4.4) and (4.2) gives us:nen � 387411 � 0:94 (4.5)for the case when the mask length is set to 1, andnen � 387408 � 0:95 (4.6)for the case when the mask length is set to number of blocks + 1.This implies that as long as the amount of encrypted blocks in a data transfer is equalto or less than 95 %, the dynamic encryption service produces less overhead than encrypt-



4.4. TEST CASES 45ing everything. This estimate is, however, expected to be optimistic. This is due to thefact that the given selection mechanism contains an absolute minimal set of machine codeinstructions. Hence, additional instructions might be needed in a real implementation.Remember also that this evaluation is based on measures on a quite old processor. Newerprocessor architectures are faster, mostly because of increased clock frequency, but alsopartly because of more e�cient machine code instructions. The analytical evaluation de-scribed in this section is completely based on computational time measured in clock cycles,which means that the clock frequency will not a�ect the estimate. More e�cient machinecode instructions, on the other hand, will a�ect the estimate. The increased speed of newerprocessors is, however, mostly due to increased clock frequency.4.4 Test CasesIn order to obtain empirical results which support our thesis, we perform several test cases.The purpose with these test cases are to verify that:1. The time needed to encrypt the data with a low encryption level, is less than thetime needed to encrypt the data with a high encryption level.2. The time needed to encrypt the data with a low encryption level, including theoverhead given by the dynamic encryption module, is less than full encryption withoutusing the dynamic encryption module.3. The correct amount of data, and the correct blocks of the data, is encrypted accordingto the speci�cation in the encryption mask.4. The overhead cost using an encryption mask is relatively small.5. The granularity to be used for the encryption level.



46 CHAPTER 4. TEST IMPLEMENTATION6. The time needed to encrypt and transmit the data with a low transmission rate isless than the time needed with a higher transmission rate.All test cases are done with the AES-ECB-128 encryption algorithm and are performedbetween two computers connected on an isolated network, 1GB Ethernet.Each test is repeated 40 times, giving the ability to see the variation and be able to calculatethe mean.The �gure 4.2 shows an overview of the test environment where A represents the sender,
Sender Receiver

Data channel

A B

Figure 4.2: Schematic picture of the test environment
and B represents the receiver. Since the network used in the tests is isolated and withoutadditional load, time measurements are only done at the sender side. Furthermore theencryption algorithm is symmetric which means the encryption time and the decryptiontime will be equal.4.4.1 Test EnvironmentThe hardware and software presented in table 4.2 were used in all the test cases.4.4.2 Functionallity Test, Test Case 1In this test case we send data from A to B and count the amount of data that has beenencrypted. We compare the received data blocks pattern at B with the pattern of the



4.4. TEST CASES 47Computer Dell OptiPlex GX270Processor P4 2:8 GHzRAM 512 MBDisc Drive Western Digital 80 GB model: WD800BB-75FRA0OS FreeBSD 4.9SCTP version KAME 2004-04-05Compiler GCC-2.95.4Compiler 
ags -Wall -pedanticAES Implementation AES-ecb-128 OpenSSL 0.9.7cTable 4.2: Used hardware and software
encryption mask. This test case corresponds to purpose 3 in section 4.4. The transmitteddata contains 32 bytes of each letter in the alphabet from a to z (26 letters � 32 bytes= 832 bytes). The length of the encryption mask varies in the following tests (a-e):a) EL = 100%, mask length = 1, pattern = 1.b) EL = 75%, mask length = 4, pattern = 1110.c) EL = 50%, mask length = 2, pattern = 10.d) EL = 25%, mask length = 4, pattern = 1000.e) EL = 0%, mask length = 1, pattern = 0.Goal: To show that the data is encrypted as speci�ed by the encryption mask.4.4.3 Dynamic Encryption BehaviourWithout Transmission, TestCase 2In this test case we encrypt data and measure the time needed for di�erent �le sizes. Thistest case corresponds to purposes 1 and 5 in section 4.4. Files of 3 di�erent sizes: 1 MByte,10 MByte, and 100MByte are encrypted. No transmission of the data is done in this test



48 CHAPTER 4. TEST IMPLEMENTATIONcase. a) Using pure AESb) Using our dynamic encryption service.The encryption level is increased in steps of 12.5% from 0 to 100%.Goal: To show that the needed time to encrypt the data increases for each encryptionlevel going from 0 to 100% using the dynamic encryption service, and also estimate thegranularity that should be used by reading where the graphs, for using pure AES and ourdynamic encryption service, intersect each other.4.4.4 Dynamic Encryption Behaviour With Transmission, TestCase 3In this test case, we encrypt the data, send it from A to B and measure the needed timeat A. This test case corresponds to purposes 1 and 2 in section 4.4. Files of 3 di�erentsizes are transmitted: 1 MByte, 10 MByte, and 100MByte.a) Using pure AESb) Using our dynamic encryption service.The encryption level is increased in steps of 12.5% from 0 to 100%.Goal: To show that the needed time, to encrypt and send the data, increases for eachencryption level going from 0 to 100% using our dynamic encryption service, and also showthe overhead cost for the dynamic encryption service, at 100% encryption level, comparedwith pure AES. Compare the time needed, in this test case, with test case 2 (4.4.3).4.4.5 Network Speed E�ect, Test Case 4In this test case, we transmit 10 MByte data from A to B and measure the time neededat A for four di�erent transmission rates, which corresponds to purpose 6 in section 4.4:



4.4. TEST CASES 49
a) Using pure AES1000Mbps Gigabit Ethernet100Mbps Fast Ethernet54Mbps IEEE 802.11g11Mbps IEEE 802.11bb) Using our dynamic encryption service.The encryption level is increased in steps of 12.5% from 0 to 100%.1000Mbps Gigabit Ethernet100Mbps Fast Ethernet54Mbps IEEE 802.11g11Mbps IEEE 802.11bGoal: To investigate if the time needed to encrypt and send the data increases foreach lower transmission rate. To investigate if the lower transmission rate used, the lessin
uence the needed timed to encrypt the data has.

4.4.6 Encryption Mask Alteration Overhead, Test Case 5In this test case, we transmit data from A to B and measure the time needed. This testcase corresponds to purpose 4 in section 4.4. The size of the data to be sent is 10 MByteand the encryption mask is changed with di�erent frequency. The encryption level of theencryption mask is held constant at 50% in all tests (a-f).



50 CHAPTER 4. TEST IMPLEMENTATIONa) The same encryption mask is used throughout the session.b) The pattern of the mask is changed 1999 times during the lifetime of the session.c) The pattern of the mask is changed 2499 times during the lifetime of the session.d) The pattern of the mask is changed 3333 times during the lifetime of the session.e) The pattern of the mask is changed 4999 times during the lifetime of the session.f) The pattern of the mask is changed 9999 times during the lifetime of the session.Goal: To show that the only added cost is the overhead when changing the mask'spattern. Show the relation between the time needed to change the encryption mask, andthe total time needed for encryption and transmission of the data.4.4.7 Key Initiation, Test Case 6Before performing the actual encryption the key to be used needs to be initiated.This initi-ation will expand the user key into round keys for encryption and decryption. This processis a part of the AES encryption process and is not speci�c to the dynamic encryption ser-vice. In this test case, we measure the time needed for the sender to initiate the encryptionkey schedule and the decryption key schedule for the encryption algorithm, AES-ECB-128.Goal: This is done with the purpose to see how much the key initialization a�ects thetotal time for the dynamic encryption service, as this time is not included in the othertest cases. Both the decryption key schedule initiation and the encryption key scheduleinitiation are measured 20 times and the mean is calculated from these measurements.4.5 Test Case ResultsAll the results in the test cases are calculated with a con�dence interval of 95% out ofthe mean. The con�dence interval showed to have a very small range and are thereforewithdrawn from the diagrams though they are not visible.



4.5. TEST CASE RESULTS 51The time for reading data from disc is included in all test cases and we have measuredFile size Time needed (seconds)1 MByte 0.0008487410 MByte 0.00850187100 MByte 0.24878186Table 4.3: Time needed to read data from discthis time separately for each �le size. The results presented in table 4.3 are the average of100 repetitions.
4.5.1 Functionallity Test, Test Case 1The input �le contains 32 bytes of each letter in the alphabet from a to z, and is the �lesent from sender side A. The output �le is the created �le out of the received data atB. The input �le and the output �le are presented in Appendix A and show the resultafter transmitting data from A to B and where an output �le is created at the receiverbefore the data is decrypted. A comparison between the input �le and the output �leshows how much data is encrypted, where one line (16 characters) corresponds to 25% ofthe data amount, 2 lines corresponds to 50% etc.. The input �le is transmitted repeatedlyuntil 2560 bytes are transmitted (512 bytes per encryption level), where the encryptiondecreases from 100% down to 0% in steps of 25% (see �gure 4.3).Result: The �les in Appendix A shows that the intended functionality agrees with theresult.



52 CHAPTER 4. TEST IMPLEMENTATION
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25600 512 1024 1536 2048Figure 4.3: Test case 1, where the encryption level is decreasing.4.5.2 Dynamic Encryption BehaviourWithout Transmission, TestCase 2Figure 4.4 shows the results when only encrypting with the dynamic encryption service,without transmission of the data. As long as the needed time for the dynamic encryptionservice is less than the needed time for pure AES, there is a bene�t in using our dynamicencryption service. These diagrams give a picture of how the dynamic encryption behaveswhen the computational time is not in
uenced by the network. The �gure shows thatencryption time is an almost linear function of the encryption level for all tested �le sizes.An adjustment in encryption level will give a corresponding reaction in encryption time.Result: Hereby we conclude that test case 2 shows that the time needed to encryptand send the data decreases as the EL is lowered.Reading the diagrams in �gure 4.4, we can see where the graphs intersect each other, whichis at approximately 95% encryption level in accordance with the analogy in section 4.3.
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54 CHAPTER 4. TEST IMPLEMENTATION4.5.3 Dynamic Encryption Behaviour With Transmission, TestCase 3Figure 4.5 shows the results when encrypting and transmitting the data over SCTP. Aslong as the time needed by the dynamic encryption service is less than with pure AES,there is a bene�t in using our dynamic encryption service.Result: Hereby we conclude that test case 3 also, as in test case 2, shows that thetime needed, to encrypt and send the data, decreases as the EL is lowered.By reading the diagrams in �gure 4.5 we can see that the overhead cost for the dynamicencryption service at 100% encryption level is approximately 5%.When comparing the diagrams in �gure 4.5 with the diagrams in �gure 4.4 we can see thatthe transmission adds a time of approximately 2 seconds for a 100MB �le, 0.2 seconds fora 10MB �le and 0.02 seconds for a 1MB �le.
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56 CHAPTER 4. TEST IMPLEMENTATION4.5.4 Network Speed E�ect, Test Case 4Table 4.4 shows the results from transmitting 10 MB data with four di�erent transmissionrates using pure AES.Note: Values of Time are rounded to four decimals.Transmission rate (Mbps) 1000 100 54 11Time (seconds) 0.4131 0.8573 1.5878 7.7950Table 4.4: Time needed for transmitting data with di�erent transmission rates, test case4a. (Pure AES)
Table 4.5 shows the results from transmitting 10 MB data with four di�erent transmis-sion rates using our dynamic encryption service.EL (%) Transmission rate (Mbps)1000 100 54 11Time (seconds)0 0.2765 0.8573 1.5878 7.795012.5 0.2968 0.8573 1.5878 7.795025 0.3083 0.8573 1.5878 7.795037.5 0.3259 0.8573 1.5878 7.795050 0.3449 0.8573 1.5878 7.795062.5 0.3659 0.8573 1.5878 7.795075 0.3853 0.8573 1.5878 7.795087.5 0.4056 0.8573 1.5878 7.7950100 0.4232 0.8573 1.5878 7.7950Table 4.5: Time needed for transmitting data with di�erent transmission rates at di�erentencryption levels, test case 4b. (dynamic encryption service)



4.5. TEST CASE RESULTS 57Result: For transmission rates lower than 100 Mbps the time needed for encryptiondoes not a�ect the total processing time. The overhead is almost independent of the en-cryption level.
4.5.5 Encryption Mask Alteration Overhead, Test Case 5Test case 5 is presented in �gure 4.6 where the �le of size 10 MByte is used and transmittedin six di�erent transmissions with EL = 50%. For each transmission the encryption maskis changed di�erent number of times, namely 0, 1999, 2499, 3333, 4999 and 9999 times.Number of mask changes Time needed (seconds)0 0.34711999 0.35612499 0.35753333 0.36114999 0.36769999 0.3867Table 4.6: Time needed for transmitting data at di�erent frequency of mask changes, testcase 5.

Result: The time needed (taken from table 4.6) to transmit with no mask changes is0.3471 seconds , and the time needed for transmission with 9999 mask changes is 0.3867seconds. This gives us the di�erence 0:3867 � 0:3471 = 0:0396 seconds, which is theoverhead cost for changing the encryption mask 9999 times. The time needed for nochanges of the mask, compared to the time needed to change the encryption mask 9999times gives us, 0:03960:3471 = 0:1141 � 11:4% overhead. The in
uence of changing the mask canalso be seen by comparing the diagrams in �gure 4.6 a) and b), where the gradient of thecurve in �gure 4.6 a) is much smaller than the gradient in �gure 4.6 b).
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Pure AES DETest case 5, 10MB �le Test case 3, 10MB �leFigure 4.6: Figure a) shows the encryption and transmission time as a function of maskchange frequency at encryption level 50%. Figure b) shows the transmission of the same�le with only one change of the encryption mask. By reading the time needed at encryptionlevel 50% in �gure b), it can be compared to the variation of time in �gure a), test case 5.
4.5.6 Key Initiation, Test Case 6The results from measuring the time for encryption key schedule initialization and decryp-tion key schedule initialization in the AES implementation derived as in table 4.7:- Time needed (seconds)Encryption key initialization 0.00000475Decryption key initialization 0.0000051Table 4.7: Results from test case 6. Time needed for encryption and decryption keyinitialization

The time for encryption and decryption key schedule initialization is not included in



4.6. DISCUSSION OF TEST RESULTS 59the other test cases, but since this time always is required we choose to present this timeseparately to be able to give an understanding of the size of the time needed.From the table 4.7 it follows that the time needed for encryption and decryption keyschedule initialization is very small compared to the time needed for encrypting and trans-mitting the data (see for example Figure 4.5). If, for example, 1 MB data is transmit-ted with a low EL (25%) the time needed is approximately 0.0311 seconds, taken fromgraph (a) in Figure 4.5. The time for key initialization (encryption and decryption) is0:00000475 + 0:0000051 = 0:00000985 seconds, which gives that the encryption key ini-tialization is 0:000009850:0311 � 0:032% added to the total needed time. For bigger �les the keyschedule initialization part, added to the total time, is much smaller, which can be seen inFigure 4.5 (b-d).Result: The added time, needed for key schedule initialization, is very small comparedto the needed time for encryption and transmission of the data.4.6 Discussion of test resultsThe purpose with the test cases was to show that:1. The time needed to encrypt the data with a low encryption level, is less than toencrypt the data with a high encryption level.2. The time needed to encrypt the data with a low encryption level, including theoverhead given by the dynamic encryption module, is less than full encryption withoutusing the dynamic encryption module.3. The right amount of data is encrypted according to the speci�cation in the encryptionmask.4. The overhead cost using an encryption mask is relatively small.



60 CHAPTER 4. TEST IMPLEMENTATION5. The granularity to be used for the encryption level.6. The time needed to encrypt and transmit the data with a low transmission rate isless than the time needed with a higher transmission rate.We can now draw the conclusions of our test cases corresponding to these purposes.1. The diagrams in �gure 4.4 and 4.5, which is the outcome from test case 2 and 3,shows that the needed time encrypting the data with a low encryption level is lessthan with a higher encryption level. This was the intended result and gives ourdynamic encryption service the right behaviour in adjusting the encryption levelover an Internet connection.2. The diagram in �gure 4.5, which shows the results from test case 3, proves thatas long as the encryption level is kept below 90%, the time needed for using ourdynamic encryption service is less than full encryption using pure AES. This givesour dynamic encryption service a valuable bene�t compared to pure AES because ofthe gain in time and that there is no need for re-establishing the connection to get anew encryption level.3. The �les presented in Appendix A, which are the result of test case 1, show the input�le (before encryption on the sender side) and the output �le (before decryption at thereceiver side). These �les show that using a mask with encryption level (EL)=100%gives the result in the output �le from row 0000 to row 0760. EL=75% gives theresult from row 1000 to 1760, EL=50% gives the result from row 2000 to row 2760,EL=25% gives the result from row 3000 to row 3760 and �nally EL=0% gives theresult from row 4000 to row 4760 which is the message in plain text. This resultproves that the dynamic encryption service transmitts the data in an appropriateway.



4.6. DISCUSSION OF TEST RESULTS 614. Test case 5 (see section 4.5.5) shows an overhead cost of approximately 11.4% using9999 mask changes in transmitting 10 MB data. This seems to be a rather highvalue, but if we look back in section "Areas of Interest" 2.6 the majority of theseproposed cases only need a few (1 to 10) mask changes. The diagrams in �gure 4.6also shows that even if the mask is changed 9999 times, there is still a small bene�tin using the dynamic encryption service compared with using pure AES.5. The granularity in test case 2 (section 4.5.2) that corresponds to the analogy insection 4.3, is a suitable level of the adjusting steps to be taken to change the levelof encryption. From the graph in �gure 4.5 c) we can estimate a gain in time, whenlowering the EL with 5%, from 50% to 45%, at about 0.125 seconds. This is a gainof approximately 0:1253:5 � 3:6% of the total time to transmit 100 MB data. From theuse cases discussed in section "Areas of Interest" 2.6 we do not think there is a needfor a �ner granularity. With a granularity of 5% our use cases can be carried outwith the intended result. This result also corresponds to the theoretical calculationsin section 4.3 where the expected overhead is calculated to be around 5%.6. In the results for test case 4 (see section 4.5.4), the time needed for transmission rate100, 54, and 11 Mbps is the same using pure AES, or using our dynamic encryptionservice (see table 4.4 and 4.5). The only di�erence in time needed, using the dynamicencryption service, is when using a transmission rate of 1000 Mbps. From this we candraw the conclusion that the time needed to transmit data with 100, 54, and 11 Mbpsa�ects the total time needed much more than the dynamic encryption service does.To estimate a threshold value for the maximum transmission rate achieved using thespeci�ed hardware and software presented in table 4.2, we listed the overhead in table4.8. In table 4.9 we calculated the total number of bytes sent when the original datato be sent was 10 MB.The "Sum of total data" in table 4.9 is 11; 020; 000 bytes which is equal to 8 �



62 CHAPTER 4. TEST IMPLEMENTATIONHeader BytesEthernet 26IP 24SCTP common header 12Chunk header 16Sum of overhead 78Table 4.8: Overhead per 1024 bytes
Data BytesThe data to be sent 10; 240; 000Number of packets 10; 000Overhead 780; 000Sum of total data 11; 020; 000Table 4.9: Total data to be sent

11; 020; 000 bits = 88; 160; 000 bits. The time to send 10 MB data with an EL of 50%from table 4.5 where the transmission rate is set to 1000 Mbps is 0.3449 seconds. Thisgives a maximum transmission rate of: 88;160;0000:3449 � 256 Mbps. From this calculationwe did a new test case where the transmission rate was set to 250 Mbps and 10 MBdata was transmitted, to be able to see if we could show this threshold value in agraph. Figure 4.7 shows the threshold value when the transmitting rate is 250 Mbps.From this �gure we can see that the threshold value of the maximum transmissionrate is located at approximately 250 Mbps where there is a knee on the graph. Whenthe encryption level (EL) is lower than 50%, the time to encrypt the data does notin
uence the total needed time to encrypt and transmit the data, and when the ELis higher than 50% the dynamic encryption service in
uences the time to transmitthe data.
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We can see that the calculations described in section "Theoretical Gain" 4.3 corre-sponds to the achieved results in our test cases. The calculation in equation 4.5 gives avalue of 96% for the amount of encrypted blocks in a data transfer that is encrypted withthe dynamic encryption service, to give a less overhead than encrypting everything. From�gure 4.5 we can see that this is the value we achived in our test cases.Test case 6 (see section 4.5.6) shows that encryption key initialization and decryptionkey initialization have a very small impact on the time needed for transmitting the data(see table 4.7). This is also the case for reading data from disc which is presented in table4.3. These tests were done with the purpose of eliminating undesired impact from theseprocesses.





Chapter 5
Conclusions
The solution of today's transmission of encrypted data is relatively static in the way thatno changeble parameters are o�ered during the present transmission. This implies thatthere are no possibilities to adapt the encryption to changes in the network or changes inthe computer load.The traditional way to encrypt data has been to either encrypt all the data or to encrypt nodata at all. The eligible parameters used in these cases are key, key length, and encryptionalgorithm.The idea behind this thesis is to o�er additional changeble parameters to be able to increasethe adaptiveness. By o�ering the ability of only encrypting a subset of the data, whichalso can be varied during the present transmission, the communicating parties can adaptthe encryption level regarding di�erent changes that occurs.This thesis describes a model to accomplish this 
exibility. The performed tests show thatwithout transmission a linear ratio is achieved between the subset of encypted data andthe process time. This indicates that the encryption level is a useful parameter to increasethe adaptiveness regarding the computer load.The results also show that the overhead cost for the suggested selection mechanism isrelatively small, about 5%, and the results also show that the overhead cost for changing65



66 CHAPTER 5. CONCLUSIONSthe encryption level is negligible. Furthermore the tests show, when transmitting the datawith low loaded and fast computers, that the e�ect is only visible when using a highbandwidth network. In our case more than 250 Mbps.The model described in this thesis is able to give further advantages regarding energyconsumption and limited processor power in handheld devices.



Chapter 6
Future work
Some of the possibilities that could be o�ered with the Dynamic Encryption service wechoose to introduce in this chapter of future work.Above the Dynamic Encryption implementation, described in this thesis, several modulescould be applied that simpli�es the API for the user application (see �gure 6.1):

encryption mask application data

or encryption level pattern specific

Modules which are data specific

Transport Layer 

Dynamic Encryption service

Figure 6.1: Modules above the dynamic encryption service.
� Di�erent data could require di�erent encryption levels to keep the data secret and atthe same time save resources.It would be interesting to investigate a module, added above the dynamic encryptionmodule, with access to a list of �le types and the encryption level they require. The67



68 CHAPTER 6. FUTURE WORKuser could thereby be able to specify the �le type as an argument to the module. Themodule looks up the required encryption level for the speci�ed �le type and calls thedynamic encryption module with the encryption level as an argument.� The possibility to alternate the pattern of the encryption level, as discussed in section2.7, could be added as a module above the dynamic encryption module. The addedmodule receives the pattern as an argument and then handles the communicationwith the underlying dynamic encryption module to achieve the desired pattern.� The security could be changed by using di�erent encryption algorithms together withthe encryption mask in the dynamic encryption service. A module, added above thedynamic encryption module, giving the ability to alter the algorithm during thesession would be interesting to investigate.� As mentioned in chapter 3.5, the user may want to specify a mask pattern that cor-responds to the sensitive parts in the data structure (e.g. I-Frames in MPEG �les).A study in the behaviour and the outcome from this point of view would be inter-esting.
Another possibility is the multi homing feature in SCTP that could be used to o�erincreased security by transmitting the data in two physical separated channels between thehosts.The load on the server could be tested by connecting several clients to the server andregister how the load increases and how this load could be lowered by decreasing theencryption level for the data to be sent by the server (see �gure 6.2). This could be astudy case for the future.
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Figure 6.2: Several clients connected to a server.Another study case, for the future, is to decrease the processor speed. Then it wouldbe possible to observe at which processor speed the dynamic encryption service is a�ectedwhen using a constant load.
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Appendix A
Test Results
A.1 Test case 2 resultsThe �les are created with the command:od -c ffilegwhere the line numbers in the print-outs are written in octal numbers.The input �le (input test data):0000000 a a a a a a a a a a a a a a a a0000020 a a a a a a a a a a a a a a a \n0000040 b b b b b b b b b b b b b b b b0000060 b b b b b b b b b b b b b b b \n0000100 c c c c c c c c c c c c c c c c0000120 c c c c c c c c c c c c c c c \n0000140 d d d d d d d d d d d d d d d d0000160 d d d d d d d d d d d d d d d \n0000200 e e e e e e e e e e e e e e e e0000220 e e e e e e e e e e e e e e e \n73
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