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The whole idea
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) SBB: Data protection - Mozilla Firefox
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Internet data protection at the SBB

your privacy is amatter of the points
Privacy Policy

Scope. &

The SBB's Privacy Palicy applies to all websites operated by SBB (hereinater referred 0 35 SBB websites). The
SB8 cannot quarantee that extemal websites accessible by links from S8 websites comply with the SE8's data
protection requirements.

Use of information.

You may visit our websites fresly without being required o provide any personal detsils. A few non-personal items
of usage data, such as your IP address, the website you 1ast visited, which browser you are using, date and time,
etc. are recorded so thatwe can igentfy rends and improve our online senices ( Analfics”, WebTrends
On Demand’). The data is anonymized. It cannot be traced to you and is not used to atiempt o derive information
aboutyou.

To improve the quality of our sevice, we ask you on some pages to voluntarily provide information such s your
fiame, address telephone number, e-mail and address and the type of information and sevices that you are
interested in

» Forms & natural-language privacy
policies are so 20t century

= \Want automation for
— Requesting attribute values
— Filling out attribute values
— 3rd party attestation of attributes

— Interpreting privacy policies
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* Need for standardized, machine-interpretable languages to express
— what information server needs
— how server will treat this information
— what information user is willing to give away to whom
— how user expects her information to be treated

» Policy languages vs. protocol languages

P e Protocol

A
v

Policy 1

Policy 2
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Privacy policy language: P3P
Access control policy language: XACML

Attribute & identity claims protocol language: SAML

PrimeLife Policy Language (PPL)
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Platform for Privacy Preferences (P3P)
Developed by World Wide Web Consortium (W3C)
Standard protocol language for sites to describe their privacy policies

Enables development of user agents that
— match P3P policies against user’s preferences

* Internet Explorer 6: cookies preferences tab

 AT&T/CMU Privacy Bird: preferences in APPEL language
— summarize/visualize P3P policies

Critiques
— almost exclusively used for cookies management
— too complex to create/read P3P policy
— lack of enforcement, consumer/industry/browser support
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P3P data flow
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P3P policy format @Primeufe

Legal entity & contact info of web server
Ability for users to access their own data

Applicable law, court, and sanctions
in case of disputes

Advantages to user of accepting policy
Indicates no identifiable data will be collected
Purposes of data collection and usage
Recipients of collected data

Kind of retention: none, business-practice, indefinite, ...

Which (categories of) data will be transferred or inferred
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Industry standard specifying

— XML-based access control policy language

eXtensible Access Control Markup Language, developed by OASIS

— XML-based access reguest/response protocol language

— processing model

Access decisions based on attributes of

— Subject (e.qg., username, role)

— Protected resource (e.g., file name, URL, content,...)

— Action (e.g., read, write,...)

— Environment (e.g., date, time,...)

obligations, rule/policy combining algorithms

© 2010 IBM Corporation
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Extension points: can define new attributes, data types, functions,
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XACML policy format @Primeufe

Built-in rule/policy combining algorithms:
» Permit overrides

» Deny overrides

= First applicable

= Only one applicable

“Permit” or “Deny”

Restricts the applicability of this rule
Restrictions on subject who performs request
Restrictions on protected resource
Restrictions on requested action

Restrictions on environment attributes

Arbitrary other restrictions (boolean function over atts)

Obligations PEP has to adhere to when access granted

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden) 10
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Primelife ZE5:

Security Assertion Markup Language, by OASIS

Protocol language for communicating
— user authentication information
— user attribute information

— authorization decision information

Main use cases
— Single sign-on (SSO)
— |dentity federation
— Attribute provision
SAML profile of XACML
— Translate SAML attributes into XACML attributes
— Use SAML to carry XACML policies, authorization decisions,...

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden)
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SAML single sign-on

Identity Provider (1dP) Service Provider (SP)
o
1. authenticate 2. access resources

User

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden)
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Identity Provider (IdP) Service Provider 1 Service Provider 2
— jdoe — johnd
° (o

1. obtain pseudonym for

2. login as jdoe@SP
jdoe@SP1l=johnd@SP2

johnd@SP2

v

User
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SAML attribute provision «: Primelife
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Identity Provider (1dP) Service Provider (SP)
o
1. obtain assertion for 2. show assertion
status="GoldMember” status="GoldMember”
User

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden)



SAML assertion format @Primeufe

Assertion with unique identifier and time of issuing
SAML authority making the claim
XML signature of assertion by issuer

Principal that is subject of the assertion

Constraints on use of assertion (time, audience,...)

Abstract statement type

Statement that (and how) user authenticated at IdP

Statement that subject has specified attribute values.

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden) 15



PrimeLife Policy Language (PPL) scenario @Primeufe

Personal Data (PD) Resources
Non-certified ) Non-personal content, services,...
2 = Data Subject Data Controller m—
j‘%’ m E@ request resource i

Certified: cards request personal data

personal data — Collected 'personal data

resource . o E%;@ s

R

i

o & 2
A

request _ request
credential | | Credental personal data | | PE"SONal data
\ 4 v
Downstream
Issuer Data Controller

o
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Card-based access control
— attributes grouped in cards
— technology independence
— privacy friendly
 reveal attributes vs. prove conditions

« support anonymous credentials (Identity Mixer, U-Prove)

Integrated data handling

— two-sided detailed data handling preferences/policies
— automated matching procedure

— extensible vocabularies

— downstream usage

Policy sanitization
Based on existing standards: XACML & SAML

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden)
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Personal Data (PD) Resources
NE;;F%MG%I% Data Subject o o resource ‘ Data Controller Non_'?irf Qhal content, SEIVICes, ..
Cer:t_i_fied: cards _request personal data I Q'
1 < personal data —_ EE;M@A‘ C?,lleCted perS(TaI data
resource ] ° :gp”[ H‘ -

A

Specific Policy: \ Specific Policy:
over specific personal data (e.g. birth date) SAML over specific resource (e.g. BuyService)
* Access control policy (ACP): * Access control policy (ACP):

who can access (e.g. PrivacySeal silver) who can access
 Data handling preferences (DHPrefs): * cards to possess (e.g. ID card)

how is to be treated when revealed * personal data to reveal (e.g. nationality)

* Authorizations (e.g. marketing purposes, » conditions to satisfy (e.g. age>18)

forwarded to PrivacySeal gold) » Data handling policy (DHP):

* Obligations (e.g. delete after <2y) how revealed personal data will be treated
Generic Preferences: * Authorizations (e.g. marketing purposes)
DHPrefs over implicitly revealed personal data * Obligations  (e.g. delete after 1y)

(e.g. IP address, cookies,...) Generic Palicy:
* Authorizations (e.g. admin purposes) XACML DHP over implicitly revealed personal data
» Obligations (e.g. delete after <2y) (e.g. IP address, cookies,...)

 Authorizations (e.g. admin purposes)
* Obligations (e.g. delete after 1y)

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden) 18
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Data Subject Data Controller
Specific Policy: Policy Policy Specific Policy:
Resource PD1: "@jg(mf E?gi\l’g‘éfj Resource R:
e DHPrefsl: ... NN request generic policy e —of * ACP:
Resource cred.PD2: * own cred

generic policy matching

* ACP2: ... <  reveal PD1 under DHP1,
* DHPrefs2: ... cred.PD2 under DHP2
Generic Policy: * Where ¢

GDHPrefs: ... V :BEE;

Generic Policy:

GDHP: ... 7

request specific policy(R)

specific policy matching

A

request R, proof(ACP), personal data
R

e i e Vaiaial S i

e N_Y._ N _Y__|g | |
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Card abstraction éprimeufe et

= Card contains
— list of attribute-value pairs

— pre-evidence: technology-specific meta-data to

e protect attribute integrity
 prove card ownership

= Card issuer vouches for attributes wrt owner
(identity/authority)

» Hierarchy of card types: define attributes contained

» |Instantiating technologies: X.509, SAML, CardSpace, OpenlD, Kerberos,
trusted LDAP, Identity Mixer, U-Prove,...

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden) 20
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= Policy: requirements on owned cards, e.g.,
own p::Passport issued-by admin.ch, fgov.be, governo.it
own c::Creditcard issued-by visa.com, amex.com
reveal c.number, c.expdate
where p.name = c.name " p.bdate < today-18Y
A c.expdate > today " p.expdate > today+1M

= Authentication = claim over owned cards + evidence, e.g.,

own p::Passport issued-by admin.ch

own c::Creditcard issued-by visa.com

reveal c.number = “1234567890"

reveal c.expdate = “31/12/2012”

where p.name = c.name " p.bdate < 05/05/1992 " p.expdate > 05/06/2010

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden) 21
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Access control requirements language supporting

* Privacy preservation
— for user: minimal claim to be disclosed
(selectively) reveal attribute «» predicate satisfied
— for server: “sanitize” sensitive policies
» Multi-card claims
but prevent “card mixing” through reference pointer to individual cards
= Technology independence

but supporting advanced features, esp. anonymous credentials

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden) 22
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» General principle: provide
— wrapper for user-extensible vocabularies
— basic pre-defined vocabulary
= Authorizations
— “use for purpose”
 user-extensible ontology of purposes,
 basic pre-defined ontology available
— “forward under policy” = downstream access control
= Obligations
— general structure: do action when trigger (from start to end)
— pre-defined actions: — pre-defined triggers:
 delete data « at time, periodic
e anonymize data e data access, data deletion
* notify data subject « data loss, obligation violation
 write to (secure) log  aliens landing on earth

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden)
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automated matching of any two data handling preferences/policies via
“less permissive than” relation (<) defined on

— authorizations, e.g.

use for {delivery} < use for {delivery,marketing}
— triggers, e.q.

trigger at 2010/01/01 < trigger at 2010/12/31
— actions, e.g.

delete firsthname, lasthame < delete firstname
— obligations

0,=(a;,t;,v)) = 0=(ayt,v,) = (8153, (4sty) N (visvy)
— sets of authorizations and obligations
0,=0, - Uo,0,[Db,1O, : 0,=0,
— data handling policies
P.=(A10) = P,=(A0;,) =« A=A, " 0,20,

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden) 24
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= Proactive matching
Downstream
Data Subject Data Controller Data Controller

request PII, policy

P

<«

— Pll, sticky policy’ —

v

PlI, sticky polic
y POlicy > Pol Pol
> Sticky > Sticky
Pol Pol J
I
» Lazy matching
Downstream
Data Subject Data Controller Data Controller
“ request PIl, policy PIl, sticky policy’
Pll, sticky polic =
Prefs Y POTLY >| Pol
| Sticky
Pol
I 4

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden) 25



Obligation matching prototype
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View load M Grammars FORMULA
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Matching Privacy

B 2 &
) e L4 74
Alice Servicel Serviced
(=[]
B Personal Data X [ne Privacy Preferences X = Privacy Policy % fre] Privacy Policy %
PIIId PIl Type PII Value DSL | XML | Object Mode| | DSL |3(MLI Object Model DSL X_MLI Object Model
al  Enae Alice@Contoso.col| Plain English Preferences: || BookingService * || Plain English Policy: =
= //CAy says <Service> is a Hospital
1 corporatet = Alice@Adatum.cor if CAx says <Service> is a ) — || CAx says <Service> is a
7, phone ~ +49 12 34 56 78 9|| BookingService al: emall:” Al i BookingService
T will delete this PII within 180 : ; ;
CA <S > Hospital
3 phone ~ +33123456789 t el days Ao s iy B
4 xRay ~ X-Rax: jdsgvjksahc <Service> must delete it within . //.IWi” "Otif}' <User>‘ b.y email al: email:
365 days sk<Piovided somil> When iz tssd Twill delete this PII within 180 |_
<Service> can use it for for prlmarySerwce. = || days 1
{ "statistics", "contact" } ! .I ayiee this FH for 1/ Twill notify <User> by email
<Service> can send it {'statistics”, conte_\ct } ) at <Provided email> when it is used
downstream Imay send it to Service2 for "primaryService"
14| I may use this PII for
phone: azs phon.e: o {"statistics”, "contact"}
<Service> must delete it within Lwill delete this Pii within 30 // Can1send it to services
30 days days ] . certified as "TrustedStatisticsService" —
<Service> can use it for /T will log when it is used for by "TTP" ?
{ "emergency”, "cancellation"} ‘contact”
] I may use this PII for a2 : phone:
| | _ || "cancellation”// or "contact” | Twill delete this Pii within 30
. m * 3
@User Perspective (Privacy Matching) r Service Perspective (Privacy Enfor ) q Auditor Perspective {Privacy Checking)
i ’
&l

OK: Privacy Preferences do match policy (Pref = Pol)

Loading file:///D:/SDs/SD/main/projects/WorkflowSecurity/SecPALforPrivacy/code/ObligationMatching/Matching/data/withDs/modelTest.4ml

Loading file:///D:/SDs/SD/main/projects/WorkflowSecurity/SecPALforPrivacy/code/ObligationMatching/Matching/data/withDs/domainTest.4ml

-- Evaluating M ...

© 2010 IBM Corporation
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PPL policy format éPrimeLife

Proposed data handling policies for revealed attributes
Requested authorizations

Promised obligations
Preferences how target resource should be treated

Agreed-upon sticky policy for target resource

Card-based access control for target resource
Cards to be presented

Required condition over card attributes

Actions to be performed, e.g., reveal attribute under
referenced DHP, sign statement, limited spending, ...

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden) 27



PPL claims format éPrimeLife

One assertion per card, plus cross-card assertion

Reference to sticky policy associated to attribute value

New statement type to carry sticky policies

New statement type to carry conditions over attributes

New statement type to carry other (non-XML-signature)
types of card evidence

© 2010 IBM Corporation Gregory Neven, IBM Research - Zurich PrimeLife/IFIP Summer School, August 2-6, 2010, Helsingborg (Sweden) 28



PPL data flow
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PPL data flow
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PPL data flow
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PPL data flow . Primel.ife
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PPL data flow (downstream) @Primeufe
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Primelife ZZ5

Card-based access control
— attributes grouped in cards
— technology independence
— privacy friendly
 reveal attributes vs. prove conditions

« support anonymous credentials (Identity Mixer, U-Prove)

Integrated data handling

— two-sided data handling preferences/policies
— automated matching procedure

— extensible vocabularies

— downstream usage

Policy sanitization
Based on existing standards: XACML & SAML
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W3C Workshop on Privacy and data usage control

L= 4

) Primelife Z=

= http://www.w3.0rg/2010/policy-ws/
= October 4-5, Boston
= Position paper deadline: September 10

© 2010 IBM Corporation

ivacy and data usage control - W3C Workshop - Mozilla Firefox

Eile Edit ¥ew History Bookmarks Tools Help
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w.w 3.0rgf2010/palicy-ws/

W3C Workshop on Privacy and data usage control
04 /05 October 2010, Boston

About W3C Call for Participation

Call For Participation WSC
Background H Prime_
Users trust enormous amounts of personal information to a large 04/05 October 2010
variety of online services including social network sites, search Hosted at MIT

engines, photo and video sharing services, and hosted email

solutions. As all those services become ever more tightly

integrated, it becomes increasingly difficult to control the dispersion of information throughout
the Web. It also becomes ever more difficult for services to respect users' privacy while
participating in interweaved service networks that the benefit the users. There is a necessity to
share data with other services to create better offers, but this does not mean we cannot have
privacy as well. What is needed to ensure services respect their users' privacy? There are
initiatives to provide users with information on what data is being collected about them and ways
to customize what data can be collected. Other techniques focus on enabling services to better
control and audit data usage, namely who accessed data and what processing was done.
However, this addresses only part of the problem. What happens when personal data that was
released for a certain purpose is misused ? What does ensuring privacy on the Web really mean
when sensitive information can be easily inferred from publically available sources [ Gaydar,
Researchers Expose Security Flaw in Social Security Numbers, Inferring Private Information Using
Social Network Data] ?

|z

Done
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