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The Spyware Problem (i)

= According to Earthlink (an American ISP) 55% of
all Internet connected computers are infected
with various kinds of spyware

= Spyware exists because information has value

= Spyware is a fuzzy concept without any proper
definition

= The fundamental problem is the lack of standard
] mechanisms for managing users’ informed
consent during software installation
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The Spyware Problem (i
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*\We use the Gator
software as an
example of what users
face on the Internet

=During the installation
users face an End User
License Agreement
(EULA)

= [t contains 6,645
words and is presented
in @ small window

= Would you read it?

Privacy S5tatement and End User License Agreement

APHIVACY STATEMENT & EULA

In order to use GAIN Publishing’s productz and zervices, you must
accept the Privacy Statement and End Uszer Licenze Agreement
below.

FLEASE READ THE GalM PUBLISHIMG PRIVACY STATEMENT AMD EMD
USER LICEMSE AGREEMEMT [COLLECTIVELY "Tems and Conditions'')
CAREFULLY AMD MAKE SURE wOU UMDERSTARND THER. THEY COWNTAIN
IMPORTAMNT IMFORMATION THAT ¥0OU SHOULD ENOW BEFORE
ACCEPTING ANY GAIN-Supported Software [DEFINED BELOW).

The GalM Publizhing Terms and Conditions describe the operation of the
GaAIN-Supported Software vou are about to download and the terms and
conditions that govern wour use of this software, GAIN Publishing 'GP provides
yoLl the oppartunity bo download a software product vou dezsire at no charge or a
reduced charge in return for your agreement to alzo download GF's zoftware
product which will periodically deliver advertisementz and promotional meszages
bo wour computer bazed, in part, on your interests as shown by the websites you

" | have read and accept these agreements

| do not accept the terms of these agreements

A




[
=m==| The Spyware Problem (iii) _
= The EULA reveals that the following programs are
installed:
= eWallet

= Precision Time
= Date Manager
= Offer Companion
» Weatherscope

B =  SearchScout Toolbar

s ey | W OUCH programs create large revenues for the their
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sq@m= " Spyware corporations report annual revenues in
excess of $50 Million each
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Software Behaviour

Acceptable Exemplary

I I I
I I I
I I I
I I I
| Might 1 . Follows | Follows
Violates violate . Confusing | required | optimal
existing existing | experience | practices |  best
laws laws ! ' and laws ! practices
l l l
I I I




Software Behaviour

ble Acceptable Exemplary

I I I
I I I
I I I
I I I
| Might 1 | Follows | Follows
Violates violate . Confusing | required | optimal
existing existing | experience || practices |  best
laws laws ! | and laws ! practices
l l l
I I I

Spyware




Privacy-Invasive Software (Q

= We introduce the term Privacy-Invasive Software
(PIS) instead of using the term spyware

= Software that cause negative privacy implications

= More descriptive and less negatively emotive as
other terms such as spyware, evilware, badware,
or hijackware

Even if we use the term “invasive”
N

- = We believe an invasion of privacy could be both
tolerable and requested by the users if fully
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Privacy-Invasive Software (il)
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Legitimate software is shown in white colour

Spyware in light grey

Malicious software in dark grey

Tolerable Moderate Severe
negative negative negative
consequences | consequences consequences
High Legitimate Adverse
consent software software
Medium Semi- Unsolicited
transparent
consent software
software
Low

consent




Preventive Mechanisms (i) _

= Today’s anti-spyware tools use the same methods
to target spyware as anti-malware tools use to
combat viruses and worms

= These methods are not optimal in the spyware
context

= “Innocent” software is negatively affected by anti-
spyware tools
O

Blekinge Institute of Technology
SE-372 25 Ronneby

+46 455 38 50 00
www.bth.se/eng

--------
------------
-----------



Preventive Mechanisms (ii) _

= We believe that new and more user-oriented
countermeasures are needed

= Mechanisms that inform users about how the
software affect them and their computer system

= We put forward the idea of using collaborative
reputation systems to inform users

a * Reputation systems are successfully used by for
instance Amazon.com, eBay.com and IMDb.com
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Preventive Mechanisms (iii) _

= Gather previous users’ knowledge about software
and present it to the new user

= Software reputations highlighted by such a system
is the same as users today gain from computer
magazines and Web sites

= We have developed a prototype tool, which is
integrated into Windows XP’s installation process

[
http://www.softwareputation.com
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W Firefox is about to execute

Program information

Malicious behawvior

Filename: Firefox Setup 2,0,0.1.exe E 0% (0} 1) users voted yes
Path: C:fDocuments and Settings/a...ofFirefox Setup 2.0.0.1.exe
L=}
Filesize: 5971432 bytes - 0% (0 ['1) users voted yes
A Y, N, N WY WY, VY, W, W, W ~O_
ating Hkb—f P g HRM e "l«fhi-nf i 910 e 0% (0 [ 1) users voted yves
Ercellan [Lp 0% {0 [ 1) users voted ves
Description: Firefox (4.42.0.0)
L:E‘E}"E] 0% {0/ 1) users voted ves
tll_e/@ 0% (0 [ 1) users voted yves
wendor infarmation 0% {0/ 1) users voted yes
Marne: Mazilla @hu 100 % {1 [ 1) users voked ves
o A G W O S | Sl U
Rating: e e gaRaNeNetatgaltll (ﬁg.j 100 % (2 | 2 users voked ves
Zamment

1 of 1 users thought this comment was useful

Installer For latest version of Mozilla Firefox, Safe to run and good
application, better than IE for safe web browsing, Very nice add-ons,
espedally mouse gestures,

iaet random comment

Skatiskics

Last week {allowed/denied)

Development over laskt 30 davys {allowedjdenied)

11

[ ] Remember this decision  |allow executinnl [Den';.-' Executinnl




W Rate and comment on Firefox

Program information

Filename: Firefox Setup 2,0.0.1.exe

Path: C:fDocuments and Settings/Administrator My Documents)demo)Firefox Setup 2.0.0.1 . exe
Filesize: 5971432 bytes

Yendor name: Mozilla

Firefox (4.42.0.00

Descripkion:

Your ranking and comment

Good
Cornment:

Dioes the software automatically regisker
itzelf as a skartup proagrarm without asking?

ot

W

Ve

Elll-ﬁ.l;nuwn bl

Mare

Ik

H Cancel ]




Antagonistic intentions (i)
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= In an initial attempt to address antagonistic
intentions from community users, we assign
each user a trust factor

= A user’s vote impact depends on this value

= The system also make use of a meta
reputation system that allow community
users to rate each others’ contributions



Antagonistic intentions (ii) _

= It would also be possible to allow users to
subscribe to the contributions from only a
predefined subset of all community users,
e.g. only a trusted subgroup

= The prototype rely on simple e-mail
addresses for distinguishing between
different users during registration

m = Other measures than e-mail addresses are
needed for identification
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System impact
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= The widespread use of such a system would help
users prevent undesired software to covertly
install on their computer

= The PIS classification is transformed in the
following way as the user is presented with
information about software

Negligible Moderate Severe
Negative Negative Negative
Consequences | Consequences Consequences

High Legitimate Adverse

Consent Software Software

Low

Consent




The End

Blekinge Institute of Technology
SE-372 25 Ronneby

+46 455 38 50 00
www.bth.se/eng

Questions?

More information is available at:
http://psi.bth.se/mbo/



