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1 SNSs: Private or public spaces?
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'‘Congrats to Uncle C' — how his wife's
Facebook page exposed new MI6 head

» Page removed as Miliband plays down security lapse
+ Children, pets and swimwear revealed

Sam Jones and Richard Norton-Taylor
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2 |8 Some legal challenges




person.

+ Name (together with:)
* Cell phone number




religious or phllosophlcal beliefs, trade-
union membership, and the processing
of data concerning health or sex life

other body which alone or jointly with

others determines the purposes and
means of the processing of personal data.




v'They provide means for the processing of
user data

v'They provide all the basic services
rel r managemen

by Nitrozac & Snoggy
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Article 3
Scope

1.This Directive shall apply to the processing of personal data wholly or partly by
automatic means, and to the processing otherwise than by automatic means of
personal data which form part of a filing system or are intended to form part of a
filing system.

2. This Directive shall not apply to the processing of personal data:

- n the course of an activity which falls outside the scope of Community law, such as
thos 1 I i 1

to State security matters) and the activities of the State in areas of criminal law,

- by a natural person in the course of a purely personal or household activity.

Purpose for the processing of the data
needs to be defined and consent needs to
be acquired!
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»When data are possible to be indexed by
search engines

Consent of the user
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(h) ' the data subject' s consent' shall mean any freely given specific and informed
indication of his wishes by which the data subject signifies his agreement to personal
data relating to him being processed.
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Facebook's Privacy Policy
Facebook may also collect information about you from other sources, such
as newspapers, blogs, instant messaging services and other users of the
Facebook service through the operation of the service (e.g. photo tags) in
order to provide you with more useful information and a more
personalised experience.

By using or accessing Facebook, you are accepting the practices described in this Privacy Plicy.

The Profile information that you submit to Facebook will be available to
users of Facebook who belong to at least one of the networks you allow to
access the information through your privacy settings (e.g. school,
university, geography, friends of friends).

T TR TS O e T ST D ST e O TR Te e
serve a5 3 lison with us to resolve yaur concerns,

We may provide information to service providers to help us bring you the
services we offer [...] In connection with these offerings and business
operations, our service providers may have access to your personal
information for use for a limited time in connection with these business

| activities

The information we collect

Yhen you visit Facebook you provids us with twa bypes of informatian: personal information you knowingly
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SNSs: Private or public spaces?

Some legal challenges

Consent of the user I

5 | | PICOS Privacy Advisor
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& Privacy

Profile »
Control who can see information on your Profile page.

Search »
Zonkral who can search For you, what they can see and how they can contact you,

Sy
Iﬁ News Feed and Wall »

Control what rscent activity is visible on your Profile and on your Frisnds' home pages.

Applications »
Control what information is available ta applications you use on Facebook,

faCEbOOk & Privacy » Search

Search discovery

Lise the setting below b contral wha on Facebaok can find you thraugh the search function. Your Frisnds wil shays be
able to find you.

&

Search results

People who can find you in search can dlick through to a very limited version of your Profile, Use these tickboxzes ko
confral what peaple can see in addition to your name.

Peaple who find m in  search can see:
My Profile picture

My friend list
A link to add me as a friend

Alink ko send me a message
Pages I am a Fan of

Public Search Listing
Use this setting ko control whether your search result is available outside Facebook.

Create & public search listing For me and submit it For ssarch engine indexing (ses preview)
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& Privacy » Search

Search distovery

Use the setting below to control who on Facebook can find you through the search function, Your Friends will slways be.
able to find you,

Search visibility & ;Only Friends

Search results

People who can find you in search can click through to a very limited version of your Profile, Use these tickboxes to
contral what pecple can see n addtion to your name.

People who find me in a search can see:

[ My Profile picture:

[ My Friend list

[ & link to add me as a friend
[ Alink ta send me 2 message
[ Pages 1 am afan of

In addition to the people select=d above, allow the following people to find you in search results:

[] People in university networks

[] Peaple in secondary schoal networks
[ Peaple in company networks

[] People in regional netwarks

[] People with na networks

odes of conduct
New “Code”
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SNSs: Private or public spaces?

Some legal challenges

2
ﬂ Consent of the user
4

Proposed “solutions”...

PICOS Privacy Advisor

Resources

/a8

Welcome to the PICOS Homepage

13.08.09 18:18

> Login
5 SR Achievements of PICOS
PICOS - Privacy and Identity Management for Community Services within the first 18 months of PICOS, we
> Sitemap have put  lot of effort n the work on
> Privacy Poliey the way towards our...
Who we are
Privacy and |dentity Management for Community Services (PICOS) is an international [mare]
GOETHE, m research project, focused on mobile communities. The PICOS consartium consists of
ONIVERSITAT slsven partners from seven different countries, supported by the EU as a part of the 28.04.09 11:28
@ Trust & Security Group within the 7th Research Framework Programm. 1t contains P1cOS Background
o] specialists from the fields of science, research and industry, Find niow mare infarmation about the
LEuvin PICOS background under "About’, This
cure Our Motivation includes detalls about the..,

s Online comrunities cannect millions of peaple araund the warld, to communicate,
£ B e interact and share interests. As these communities are getting more mobile, becoming [more]



Personal
Privacy Advisor:
P_I_D_1111

1. Incoming call 2. Invoke member’s 3. Notify/Message
from component Personal PA member

Personal
Privacy Advisor: [¢
P_I_D_1112

Personal
Privacy Advisor:
P_I.D_n

— Sub Community Dynamics

— Content Sharing
— Revocation Dynamics
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B Privacy Ad Demonstration

SubCommunity
| subCommunity ID: SC_I_D_1111
iption: Weicome o

[Description:
Creator ID:C_I_D_101
[Reputafion of Sub Community: 69

> Reputation < Threshold
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Sub-Community
Creators

[This is an offline message

Message for C_I_D_101 from your Privacy Advisor

Dear C_I_D_101,

[This is to notify you that a new member [P_1_D_9876] with

reputation 11 has joined your sub-community with 10:
SC_I_D_1111
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1B privacy Advisor Demonstration

| subCommaunity Details:
| subCommunity ID: SC_I_D_1111

This is an offiine message
Message for C_I_D_303 from your Privacy Advisor
DearC_1 D_303,

/A member (P_|_D_9876) of your sub community
(SC_|_D_3333) had a drop in reputation from 60 to 23

fmisis an offline message
|Message for C_I_D_202 from your Privacy Advisor
|Dear C_I_D_202,

A member (P_1_D_8876) of your sub communtty Since P_I_D_9876 is a member of three sub communities,

(5C_I_D_2222) had 3 drop in reputation from 50 1o 23 All three sub community creators are notified of this change

[This is an offline message
IMessage for C_{_D_101 from your Privacy Advisor

[Dear C_I_D_101,

(A member (P_|_D_9878) of your sub community
SC_I_D_1111) had a drop in reputation from 60 to 23




Adaress [23 Crescentoas | ® personal

) Personal Sensitive

< Public
Telephone 012345678 | (C Personal

@ Personal Sensitive
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Subject [Message for Alice

There will be a trip to District L ake this Saturday.

Meeting Point 23 Crescent Road.
Call me on 012345678 should any problems arise.

From,

Alice|

[Online Notification
[Notification for P_I_D_9876 from your Privacy Advisor
Dear P_I_D_9876,

‘ou have exposed the following information in the content
you recently contributed:

[Subject:
Body:

[Telephone : 012345678 ( Personal Sensitive )
|Address : 23 Crescent Road ( Personal )




Privacy Advisor Demonstration

Partial ID to revoke: P_I_D_9876

Demo As: (® Member () Community Provider
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Revocation initiated by member

[Online Notification
[Motification for P_I_D_9876 from your Privacy Advisor
Dear P_I_D_9876,

‘our membership is about to be revoked. This is to assure
iyou that all your personal information will be deleted off the
lity. However, the i tion you might have
contributed to 3 Sub Communities are part of the Sub
([Communities and will be retained.

[List of Sub Communities you belong to:
1. John's Fisheries

(2. Bristol Angling Association

(3. Lake District Angler's Event

Interdiscip]inary Centre_ for I_‘aqv & ICT — ICRI

Revocation initiated by
Community Provider

(=[]

[This is an offline message

Message for P_I_D_9876 from your Privacy Advisor

|Dear P_I_D_9878,

‘our membership is about to be revoked. This is to assure
you that all your personal information will be deleted off the
|\Community. However, the information you might have
contributed to 3 Sub Communities are part of the Sub
[Communities and will be retained.

|List of Sub Communities you belong to:
1. John's Fisheries

|2. Bristol Angling Association

13. Lake District Angler's Event

Eleni KOSTA

eleni.kosta@law.kuleuven.be
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