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FreddiFreddiFreddiFreddi StaurStaurStaurStaur (ID fraudster)(ID fraudster)(ID fraudster)(ID fraudster)
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““““MMMM”””” (or (or (or (or ““““CCCC””””))))
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What could go wrong?What could go wrong?What could go wrong?What could go wrong?
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But are actually social networking sites 
just a “mirror” of everyday life?
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Applicability of data protection Applicability of data protection Applicability of data protection Applicability of data protection 
directive?directive?directive?directive?

Personal dataPersonal dataPersonal dataPersonal data

�Personal dataPersonal dataPersonal dataPersonal data are information relating 
to an identified or identifiable natural 
person.

• Name (together with:)
• Cell phone number
• Address 
• Sexual preferences
• Political beliefs…
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Sensitive dataSensitive dataSensitive dataSensitive data

�Sensitive dataSensitive dataSensitive dataSensitive data are data revealing racial 
or ethnic origin, political opinions, 
religious or philosophical beliefs, trade-
union membership, and the processing 
of data concerning health or sex life

Data controllerData controllerData controllerData controller

ControllerControllerControllerController shall mean the natural or legal 
person, public authority, agency or any 
other body which alone or jointly with 
others determinesdeterminesdeterminesdeterminesdeterminesdeterminesdeterminesdetermines the purposespurposespurposespurposespurposespurposespurposespurposes and 
meansmeansmeansmeansmeansmeansmeansmeans of the processing of personal data.
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Data controllers in SNSData controllers in SNSData controllers in SNSData controllers in SNS

SNS providers:

�They provide means for the processing of 
user data

�They provide all the basic services 
related to user management

�They determine the use of the collected 
data

External applicationsExternal applicationsExternal applicationsExternal applications
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Data controllers in SNSData controllers in SNSData controllers in SNSData controllers in SNS

Application providers:

They maymaymaymaymaymaymaymay be controllers, when the run 
external applications

Data controllers in SNSData controllers in SNSData controllers in SNSData controllers in SNS

SNS users:

They are considered as “data subjects”

Can they also be “data controllers”?
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Household exemptionHousehold exemptionHousehold exemptionHousehold exemption

…by a natural person in the course of a purely personalpurely personalpurely personalpurely personal or household household household household 
activity

In other cases: 

Purpose for the processing of the data 
needs to be defined and consent needs to 
be acquired!
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When?When?When?When?

Art. 29 data protection working partyArt. 29 data protection working partyArt. 29 data protection working partyArt. 29 data protection working party

�When the profile is public

�When data are possible to be indexed by 
search engines

�Exemption: journalistic purposes, 
artistic or literary expression
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ConsentConsentConsentConsent

Freely givenFreely givenFreely givenFreely givenFreely givenFreely givenFreely givenFreely given

SpecificSpecificSpecificSpecificSpecificSpecificSpecificSpecific

InformedInformedInformedInformedInformedInformedInformedInformed

ConsentConsentConsentConsent

Information on Identity & PurposesInformation on Identity & PurposesInformation on Identity & PurposesInformation on Identity & PurposesInformation on Identity & PurposesInformation on Identity & PurposesInformation on Identity & PurposesInformation on Identity & Purposes

…use for direct marketing purposes

…eventual sharing with other parties

…overview on user profile

…use of sensitive data

…
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Consent
Facebook may also collect information about you from other sourcesother sourcesother sourcesother sourcesother sourcesother sourcesother sourcesother sources, such 
as newspapers, blogs, instant messaging services and other users of the 
Facebook service through the operation of the service (e.g. photo tags) in 
order to provide you with more useful information and a more 
personalised experience. 

The Profile information that you submit to Facebook will be available to 
users of Facebook who belong to at least one of the networksat least one of the networksat least one of the networksat least one of the networksat least one of the networksat least one of the networksat least one of the networksat least one of the networks you allow to 
access the information through your privacy settings (e.g. school, 
university, geography, friends of friends). 

We maymaymaymaymaymaymaymay provide information to service providersprovide information to service providersprovide information to service providersprovide information to service providersprovide information to service providersprovide information to service providersprovide information to service providersprovide information to service providers to help us bring you the 
services we offer […] In connection with these offerings and business 
operations, our service providers may have access to your personal 
information for use for a limited time in connection with these business 
activities 

Would people actually consent, if they 
read it all?
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Privacy settingsPrivacy settingsPrivacy settingsPrivacy settings

Privacy settingsPrivacy settingsPrivacy settingsPrivacy settings
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Privacy settingsPrivacy settingsPrivacy settingsPrivacy settings

Privacy–friendly DEFAULT settings…

Other suggestionsOther suggestionsOther suggestionsOther suggestions

�Expiration of data and account (Mayer-
Schönberger)

�Codes of conduct

�New “Code”



17

Overview

SNSs: Private or public spaces?SNSs: Private or public spaces?

Some legal challengesSome legal challenges

11

22

Consent of the userConsent of the user33

Proposed “solutions”…Proposed “solutions”…44

PICOS Privacy AdvisorPICOS Privacy Advisor55

PICOS ProjectPICOS ProjectPICOS ProjectPICOS Project

www.picos-project.eu
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Privacy Advisor Architecture
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1st Prototype Implementation

• 3 Areas where the Privacy Advisor 
intervenes:
– Sub Community Dynamics

– Content Sharing

– Revocation Dynamics
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Sub-Community Dynamics
Scenario: A new member joins a sub-community
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OutputOutputOutputOutput
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Scenario: A member’s reputation drops below a threshold
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Reputation change from 60 to 23 (Threshold = 50)

InputInputInputInput

Since P_I_D_9876 is a member of three sub communities, 
All three sub community creators are notified of this change

OutputOutputOutputOutput
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Content Sharing Dynamics

Scenario: A member contributes content within the community
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Scenario: Membership is revoked by Member / Community Provider
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Revocation initiated by member
Revocation initiated by 

Community Provider

Thank you for your attention!Thank you for your attention!Thank you for your attention!Thank you for your attention!
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